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Presentation Overview

• How Did We Get Here? 
• What Makes AI "Agentic"? 
• Agents in Action: Examples
• Three Ways Agentic Systems Fail 
• What's Next



How Did We Get Here?



Artificial Intelligence (AI)

• AI is a branch of computer science that enables machines to 
perform tasks that usually require human intelligence

• Examples:
• Playing Chess

• Computer Vision

• Autonomous Driving



Generative AI, including Large Language 
Models
• Generative AI is a type of AI that 

can create new content, such 
as images, text, or music, 
based on training data

• Large Language Models are a 
type of generative AI that uses 
machine learning to analyze 
and generate human-like text

• Examples: ChatGPT, Claude, 
Gemini, Copilot



LLMs Are Useful For

• Creating first drafts of documents
• Summarizing documents
• Brainstorming
• Writing Excel Macros



Fundamental LLM Loop



LLM – Quick Pro Tip

• If you work with LLMs frequently, you end up spending a lot of time 
typing; it can get tiring.

• Many LLMs now include a voice-to-text component that can save 
you the typing

• There are also dedicated speech-to-text apps that will work 
across any system where you want to dictate speech to text

• My favorite is Wispr Flow
• It works with any application on my computer and phone
• It does a good job interpreting my voice
• It does a good job when I edit on the fly



Agentic AI

• Agentic AI is what you get when you combine an LLM with tools 
and multistep planning

• Here’s McKinsey’s definition: Agentic AI is a system based on 
generative AI foundation models that can act in the real world and 
execute multistep processes — automating and performing 
complex tasks that would normally require human effort.

• That’s pretty abstract, so let’s dig in by looking at some examples



Agents in Action: Four Examples

• Email Clean Up Agent
• File Organizer Agent
• Sales Analysis Agent
• Cost Analysis Agent



Email Clean Up Agent

• Goal – I don’t want to keep buying storage for my personal Gmail 
account, and I know there are tons of marketing emails that I can 
delete to decrease the storage I need

• I can do this myself in Gmail, but it takes a while
• So, what if I created an Agent to do this for me?





Email Clean Up Agent - Continued

• Notice I am in “Cowork” mode instead of Chat 
• I gave the Agent a goal, but did not have to describe the process
• Also notice I had connected the Agent to my Gmail account



Email Clean Up Agent - Continued

• The model has reasoned from the goal
• Each connector has only certain capabilities
• The agent can do things in a browser



Email Clean Up Agent - Continued

• The agent asks for 
permissions when it is 
acting.  Generally, you 
will be given the choice to 
deny, to allow once, or to 
allow with the specific 
task.

• Also notice the agent is 
doing work in parallel and 
shows its progress and 
connectors on the top 
right



Email Clean Up Agent - Continued

• When the agent 
has completed 
the task 
(accomplished 
the goal) it reports 
back



Email Clean Up Agent - Continued

• Final result.
• Since the request 

only asked for 
archived emails 
to be deleted, the 
email that was 
still in my Inbox is 
still there.



File Organizer Agent

• As an academic, I am always finding articles that I want to save for 
later use

• When I find an article, I save it to a folder
• That folder is like the junk drawer in your house. Lots of different 

files in there, not organized, and some don’t even have helpful 
names.

• What if I built an agent to help me with this?



File Organizer Agent - Continued

• Here is what the folder 
looks like

• Notice the ssrn-
xxxxxx.pdf files

• Notice most files are 
.pdf, but there are 
other file types as well



File Organizer Agent - Continued

• Notice I have given it 
access to the folder on my 
computer

• I have also told it to convert 
the non-.pdf files to .pdf

• I have told it to organize the 
files and given it a general 
structure

• Lots of elements to my goal



File Organizer Agent - Continued

• The agent converted the files 
as requested, renamed the 
files as requested, looked at 
the files, and decided how to 
organize them; it created the 
new thematic organizational 
folders and moved the files



File Organizer Agent - Continued

• Finished Product



Agentic AI - Recap

• The agents we have seen so far have:
• A goal – an outcome we want to achieve.  It can be somewhat general or 

more detailed.
• A set of connections to tools and storage
• The agent decides how to accomplish the goal
• When the agent is actually doing something, especially if we haven’t told 

it to do that thing or if the action has consequences, the agent comes 
back and asks for permission

• When the agent achieves the goal, it reports back

• Let’s look at a couple more examples that are a little more 
accounting focused



Sales Analysis Agent

• Each month a set of weekly sales transaction files are created and 
placed in a folder



Sales Analysis Agent - Continued

• Here is what the files look like



Sales Analysis Agent - Continued

• Create the agent, giving it a goal and access to the files 



Sales Analysis Agent - Continued

• The agent 
determines 
the steps to 
use

• The agent 
includes the 
items we ask 
for but also 
adds 
additional 
items it thinks 
will be helpful



Sales Analysis Agent 
- Continued
• The Agent developed a good 

report
• I appreciated that the Agent 

understands Net Sales
• I appreciate that the Agent 

recognized that one of the high 
sales days was Father’s Day 
weekend



Sales Analysis 
Agent - Continued
• The Agent, as requested, 

summarized sales by day
• The Agent also added a comparison 

of that day to the average day



Sales Analysis Agent -
Continued
• The Agent, as requested, created 

tables showing the top 5 stores 
and the top 10 SKUs



Sales Analysis Agent -
Continued
• As requested, the Agent did a 

time-of-day analysis



Sales Analysis Agent -
Continued
• The Agent decided to add some 

analysis on payment method and 
also a comparison of weekend 
vs. weekday



Sales Analysis Agent -
Continued
• The Agent also took a stab at 

June 29th and included some 
helpful notes

• This seems to be a helpful first 
draft, which is what LLMs are 
good for



Sales Analysis Agent - Continued

• Things that could be added to this Agent
• You could allow the Agent to go to your ERP and collect the Sales files
• You could add specific report elements that you want to include
• You could include previous month’s data and/or reports and ask for a 

comparison
• You could have the agent email this report to you 
• What else would you want to add?



Cost Analysis Agent

• The data used in the Sales Analysis was very clean and well 
structured

• What about something a bit messier
• Let’s look at a cost analysis using some messy data



Cost Analysis Agent - Continued

• The data is messier 
since it is not all in the 
same format

• Let’s try to use an 
Agent to analyze it



Cost Analysis Agent - Continued

• The goal is provided 
as before, and some 
specific items are 
requested



Cost Analysis Agent - Continued



Cost Analysis Agent - Continued



Cost Analysis Agent - Continued



Cost Analysis Agent - Continued

• Again, a good first 
draft report

• By the way, I did verify 
all of the calculations 
in both these reports 
and they are correct



Agentic AI for Cybersecurity Security Response



Agentic AI Wrap Up

• Now, let’s look back at the definition of Agentic AI from McKinsey 
and see if it makes more sense:
• Agentic AI is a system based on generative AI foundation models that can 

act in the real world and execute multistep processes — automating and 
performing complex tasks that would normally require human effort.

• Agents can be scheduled
• Agents can access other tools and data using a standard called 

Model Context Protocol (MCP)



Agentic AI Benefits

• Efficiency and cost savings – Reported time savings are 6-8 hours per 
week.  The more senior the employee, the greater the time savings.

• Workflow speed improvements – 30-60% faster completion of 
workflows in some cases

• Increases in consistency and reduction in bias – the agent can apply 
the same logic and rules across every case reviewed

• Time for higher-value tasks – many people are able to get to higher-
value tasks once they have routine, but time-consuming tasks 
automated

• If you didn’t notice, these are the standard benefits that come with 
almost all automation solutions – so this is new and not new



Three Ways Agentic Systems Fail

Disclosure: Portions of this presentation, including this slide, were initially drafted by generative AI.  The 
author has reviewed and edited this presentation.  The author is fully responsible for the contents of the 
presentation.



1. Agent Manipulation
Prompt Injection & Untrusted Input

The Risk
• Agents consume email, web pages, 

documents and the output of other 
tools. Any of that content can carry 
instructions the agent follows as if 
they came from you. This is the 
highest-severity risk in the set, 
because it converts every 
permission the agent holds into an 
attack surface — and there is no 
reliable technical fix available today.

• Example: An agent triaging support 
tickets reads one containing hidden 
text instructing it to forward the 
account's password-reset link. It 
has permission to send email, so it 
does.

Controls
• Treat all retrieved content as data, 

never as instructions; keep the two 
structurally separate.

• Split trust boundaries: an agent that 
reads untrusted content should not 
also hold write access to sensitive 
systems.

• Network egress allowlists, so a 
hijacked agent has nowhere to send 
what it reads.

• Provenance tagging, so every 
downstream step knows which content 
is untrusted.



2. The Agent Has Too Much Power
Excessive Permissions & Irreversible Actions

The Risk
• Agents get broad standing credentials 

because it is convenient and because 
scoping them is work. One faulty step then 
sends money, deletes records, or emails 
customers. The damage is not the mistake 
itself — it is that the mistake had no ceiling 
and no undo.

• Example: A cleanup agent with admin rights 
to "remove stale records" misreads an 
ambiguous date field and deletes 40,000 
live customer rows. There is no undo — 
only a restore.

Controls
• Least privilege, with a distinct machine 

identity per agent — never a shared 
service account.

• Short-lived, narrowly scoped 
credentials issued per task rather than 
held permanently.

• Classify every action by reversibility and 
blast radius; require human approval 
above a set threshold.

• Rate limits, spend caps, step budgets, 
timeouts and a kill switch that has 
actually been tested.

• Backups and a documented rollback 
path in place before the agent goes live.



3. Agent Review Neglect
Accountability Gaps & Automation Bias

The Risk:
• Ownership is often unclear, and 

human reviewers start rubber-
stamping once the agent has been 
right for a few weeks. A degraded 
human check is worse than no 
check at all, because it 
manufactures assurance that is not 
actually there.

• Example: A reviewer has approved 
400 consecutive agent actions. On 
the 401st, an amount is wrong by a 
factor of ten — and it is approved in 
under two seconds.

Controls: 
• An agent inventory with a named 

accountable owner and a risk tier 
for each entry.

• Approvals designed so the 
reviewer must see the specific 
consequential detail, not just 
click Approve.

• Sample-audit approved actions to 
test whether the oversight is real.

• Track approval-to-rejection ratios 
over time; a rate near 100% is a 
warning sign.



What is Next?

• The generative AI and agentic AI systems you use today are the 
worst ones you will ever use

• More tools, connectors, and interoperability
• More specialized agentic systems
• A marketplace for agents?
• AI model providers will eventually need to rationalize their 

business models and produce returns



What To Do In The Next Year

• Task someone or a group to start exploring and creating pilot 
projects

• Start some high-level planning about agent governance and 
controls

• Be careful to only think of smaller, simpler projects
• Plan to re-examine the potential every 6 months



Thank you!

Jack Cathey
jmcathey@charlotte.edu
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