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The Question Isn't Whether AI Will Change Our 
Profession...

The question is whether we will lead the change...
...or wait until the marketplace makes the 
decision for us.
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I’ve Seen This Before
Paper Ledgers 
↓
Mainframes
↓ 

PCs 
↓ 
Lotus 1-2-3 
↓ 
Excel 
↓ 
Windows 
↓ 
Email 
↓
Paperless Office
↓ 

Cloud 
↓ 
Data Analytics 
↓
Artificial Intelligence
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"The difference this time is speed.“

"Excel took years to reach every firm.“

"Cloud took years.“

"Generative AI is spreading in months.“

"That's why we're having this conversation today.”
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Objectives:

• Explain artificial intelligence, machine learning, deep 
learning, algorithms, and generative AI
• Distinguish narrow AI from theoretical general AI
• Describe why AI adoption is accelerating
• Recognize both the opportunities and limitations of AI













Why This Time Is Different

Past waves changed tools; AI changes decision 
velocity

Adoption is happening in months, not years!

Where is your firm already using AI quietly?













What Is Generative AI? (And Why Accounting 
and Finance Leaders Should Care)
▪ Generative AI (genAI) refers to AI that can generate content — text, 

images, audio, code:
▪ Examples include ChatGPT, Claude, Gemini, and open-source models like 

Llama

▪ They are trained on vast datasets and can simulate human-like outputs

▪ Why it matters in accounting and finance:
▪ Can be used to create fake emails, fraudulent invoices, deepfake CFO requests

▪ Or to help summarize financial risk reports or detect anomalies in ledger data

▪ GenAI tools are widely available — to both attackers and defenders:
▪ No coding required; accessible through APIs or chat interfaces

▪ The barrier to entry for cybercrime is now much lower
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Algorithms

Every AI system follows instructions 
called algorithms. Modern AI improves 
those algorithms by learning from data.
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Objectives:

• Identify practical AI applications in accounting, finance, 
tax, audit, and advisory services
• Compare rule-based automation with emerging agentic AI
• Recognize how firms are using current AI tools
• Explain how AI can improve productivity, fraud detection, 
and control testing









Artificial Intelligence in Finance (3)

▪ Three ways AI is transforming the office of CFO
▪ AI scales tactical tasks and operations

▪ ​AI is designed to handle routine tasks like reporting & reconciliation

▪ AI allows employees to focus on high value activities
▪ ​Automating repetitive tasks reduces the risk of burnout

▪ ​Oracle reports that “91 percent of Gen Z employees trust AI to manage their 
organization’s finances”

▪ ​More: 79% of Gen Z employees and 83% of Millennials “say they’d trust a robot over 
their company’s own finance team”

▪ AI can reduce certain repetitive manual-entry errors:
▪ ​AI never makes a typo, incorrectly enters a calculation, or takes time off

▪ ​Mistakes are inevitable with monotonous human effort

▪ ​State of Pa. overpaid school district by $500k due to spreadsheet
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Artificial Intelligence in Auditing
▪ Robotic process automation (RPA) is disrupting auditing

▪ RPA: software that makes it easy to build/manage software robots
that emulate human actions
▪ RPA automates repetitive tasks such as copying and pasting information 
▪ While humans may skip a step or act inconsistently in a process, software 

robots perform the task in a standard manner
▪ RPA provides for a higher level of accuracy free of bias or variation

▪ One key risk of RPA is errors which become systemic and widespread 
throughout a set of data

▪ Today we're seeing a shift from rule-based automation to Agentic AI. 
RPA followed rules; today's AI can reason across tasks, summarize 
documents, draft workpapers, and assist with professional 
judgment—but the CPA still owns the conclusions.
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How Firms Are Using AI 
▪ Thomson Reuters CoCounsel - Agentic AI embedded across Thomson 

Reuters' tax, audit, and accounting workflows, automating things like 
1040 tax return preparation from source documents and prior-year 
returns so returns come out ready for professional review.

▪ CCH AI - AI assistant built into CCH Axcess and related tools that helps 
with tax research, document summarization, and workflow tasks 
inside the CCH ecosystem.

▪ Microsoft Copilot - General-purpose AI assistant

▪ DataSnipper - An Excel add-in that uses AI to automate audit 
evidence-gathering, extracting and cross-referencing data from source 
documents directly into workpapers.
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How Firms Are Using AI 
▪ CaseWare - Audit and financial reporting software with AI-assisted 

analytics layered in to help auditors spot risk and anomalies across 
engagements.

▪ Claude - A general-purpose AI assistant from Anthropic, good for 
research, drafting, analysis, and reasoning through complex or 
ambiguous work.

▪ ChatGPT - OpenAI's general-purpose AI assistant, widely used for 
similar drafting, research, and analysis tasks across many industries.
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A Closer Look: Deloitte and AI (4)

▪ Deloitte GivePrism: an AI-engineered Solution That Accelerates Donor 
Impact for Nonprofits and Higher Education

▪ “Deloitte's GivePrism, a next-generation, AI-powered solution, is 
engineered to help institutions and organizations rapidly identify, 
engage, and inspire supporters, turning insights into measurable 
outcomes”
▪ "Many donors are inundated with emails, phone calls, and text messages from 

institutions and organizations, making it easy for even the most impactful 
messages to get lost," said Sean Conlin, principal, Deloitte Consulting LLP”

▪ “GivePrism's predictive models and broad data on target markets' interest 
make it possible for clients to quickly view the causes and initiatives donors 
are most likely to support”
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Objectives:

• Identify AI-enabled phishing, deepfakes, synthetic 
identities, prompt injection, and shadow AI
• Explain how AI changes traditional fraud and 
cybersecurity risks
• Evaluate weaknesses in financial approval and 
verification controls
• Apply documentation, risk, and responsibility principles 
to AI-related threats





How GenAI Enhances Fraud Detection and 
Control Testing in Accounting and Finance

GenAI-specific advantages

▪ Analyzes narrative 
patterns in journal 
entries, memos, variance 
explanations

▪ Flags linguistic anomalies 
across multiple entries

▪ Generates human-
readable audit 
summaries and control 
test documentation

Accounting and finance 
applications

▪ Detects copied or 
templated expense 
rationales (genAI 
“fingerprints”)

▪ Summarizes control test 
outcomes with 
supporting evidence 

Accounting and finance 
relevance

▪ Enables full-population 
analysis without 
sampling bias

▪ Supports documentation 
for ICFR, SOX, and 
external audit requests

▪ Enhances both fraud 
detection and evidence 
generation for 
compliance teams
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Understanding the Risk Shift – From Traditional 
Threats to AI-powered Attacks
▪ Traditional cyber threats relied on volume and human error:

▪ Mass phishing emails, brute-force attacks, visible red flags

▪ Detection focused on typos, poor grammar, or known patterns

▪ GenAI shifts the landscape from detection to deception:
▪ Attacks now blend in with internal communication tone and formatting

▪ AI enables impersonation and system logic exploitation

▪ Finance professionals must lead the shift in controls:
▪ Logic-based workflows can be reverse-engineered and manipulated

▪ Risk assessments must include AI-enabled deception tactics
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GenAI-Generated Malware and Ransomware Risk

What changed: GenAI can help threat actors draft, modify, and obfuscate 
malicious code faster.
Why it matters: FraudGPT / WormGPT-style tools lower the technical barrier 
and can create variants that evade signature-based detection.
Finance exposure: ERP, banking, payroll, tax, AP, and document-management 
systems are high-value targets.
Business impact: Credential theft, ransomware, data exfiltration, and locked 
records during close, payroll, audit, or tax deadlines.
Control response: Detection, backups, recovery testing, privileged-access 
controls, and finance/IT incident protocols.

If ransomware locks the GL two days before close, who owns the response and documentation?
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CPAs Can Help Identify and Stop Risk 

• Documentation - Policies and Procedures

• Risk – Identify and Assess the Risks

• Responsibility – Take Responsibility for Actions
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SAS 142 — AI as a Specialist

• AI can assist, summarize, draft, and analyze

• The professional cannot outsource judgment

• Responsibility remains with the CPA
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Analyze real-world 
AI-related 

cybersecurity 
incidents in the 
financial sector
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Why Real-world AI Cybersecurity Incidents 
Matter to Accounting and Finance
▪ The accounting and finance sectors are uniquely vulnerable to AI-

driven cyber threats:
▪ High-value data, automated workflows, and complex vendor ecosystems

▪ Finance is often the end-point for attacks that began elsewhere in the 
organization

▪ GenAI has changed the attack and defense equation:
▪ Threats are faster, scalable, and more deceptive than ever

▪ AI can create fake identities, plausible documents, and phishing at scale

▪ Studying real-world incidents helps finance leaders:
▪ Understand how these threats bypass traditional controls

▪ Identify which systems, teams, and approvals are most at risk

▪ Begin to update controls, vendor oversight, and team training
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Case Study – Air Canada Held Liable for AI 
Chatbot Refund
▪ Incident summary:

▪ A customer received misleading information about bereavement fare refund 
eligibility from Air Canada’s chatbot

▪ The AI issued a full refund, contradicting official policy

▪ Air Canada had to honor the refund per consumer protection rulings

▪ Finance relevance:
▪ Highlights risk when AI interacts with policies, refunds, and payment systems

▪ Errors from AI may create binding obligations or internal loss events

▪ Key takeaways:
▪ Chatbot output must be auditable, accurate, and reviewed

▪ Finance professionals must work with legal and IT to ensure disclosures, 
policies, and financial terms delivered by AI are compliant and verifiable

Source: Melnick, Kyle. "Air Canada chatbot promised a discount. Now the airline has to pay it." The Washington Post, Feb. 18, 2024. 
https://www.washingtonpost.com/travel/2024/02/18/air-canada-airline-chatbot-ruling/
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Propose proactive 
measures to integrate 

generative AI into 
cybersecurity 

defenses
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Objectives:

• Propose proactive uses of GenAI in fraud and cybersecurity defense
• Establish governance, human-review, access, and documentation 
requirements
• Evaluate regulatory and compliance implications of AI-assisted 
financial processes
• Develop an initial roadmap for responsible AI implementation
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Defensive Systems: SIEM, UEBA, and SOC
SIEM: Collects and correlates security logs so unusual system 
events can be monitored and escalated.
UEBA: Learns normal user and entity behavior, then flags anomalies 
in access, approvals, payments, and vendor activity.
SOC: The team or managed service that triages alerts, investigates 
incidents, and coordinates response.
GenAI role: Summarizes technical alerts, explains patterns in plain 
language, and helps route finance-relevant issues faster.
Finance role: Define high-risk workflows, approval thresholds, 
sensitive data flows, and documentation expectations.
Are AP, payroll, GL, tax, and vendor-master systems included in the monitoring scope?
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Using GenAI to Build Synthetic Cyber Threat 
Environments

Benefits for financial cybersecurity strategy

Early detection of attacker tactics 
in controlled test settings

Supports testing of response 
procedures without exposing real 

systems

Identifies gaps in role-based 
access, monitoring, or escalation 

protocols

GenAI can simulate realistic financial systems, users, or datasets

Enables creation of honeypots or fake environments 
to lure and study attackers

Helps identify which workflows are most targeted 
(e.g., AP approvals, vendor onboarding)
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How GenAI Enhances Fraud Detection and 
Control Testing in Accounting and Finance

GenAI-specific advantages

▪ Analyzes narrative 
patterns in journal 
entries, memos, variance 
explanations

▪ Flags linguistic anomalies 
across multiple entries

▪ Generates human-
readable audit 
summaries and control 
test documentation

Accounting and finance 
applications

▪ Detects copied or 
templated expense 
rationales (genAI 
“fingerprints”)

▪ Summarizes control test 
outcomes with 
supporting evidence 

Accounting and finance 
relevance

▪ Enables full-population 
analysis without 
sampling bias

▪ Supports documentation 
for ICFR, SOX, and 
external audit requests

▪ Enhances both fraud 
detection and evidence 
generation for 
compliance teams
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Advanced Application – Using GenAI + UEBA To 
Strengthen Financial System Controls
▪ Move beyond IT-led monitoring:

▪ Finance teams should help define high-risk behavioral triggers

▪ Focus on access, approvals, timing, and role-based anomalies

▪ Examples of GenAI + UEBA use in finance:
▪ Flags late-night GL access by non-approvers

▪ Detects AI-generated journal entries lacking human validation logs

▪ Identifies abnormal vendor activity across multiple departments

▪ Finance and audit integration opportunity:
▪ Incorporate UEBA insights into SOX/ICFR testing

▪ Use genAI-generated summaries as audit documentation

▪ Collaborate with IT to customize alerts for finance-specific risks
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Evaluate how AI-
generated risks 

impact regulatory 
compliance in 

financial systems

Image generated by OpenAI's DALL·E through ChatGPT© Surgent  |  CYG2/26/F1107



AI Risk Meets Regulation – Why Financial 
Professionals Must Take the Lead
▪ GenAI is accelerating faster than controls can catch up:

▪ AI-generated content is often unaudited, unauthenticated, and 
undocumented

▪ Poses risk to ICFR, SOX reporting, PCAOB audit evidence, and fraud controls

▪ Financial professionals are now frontline risk stewards:
▪ Accounting and finance own data quality, control frameworks, and reporting 

integrity

▪ Must guide how AI tools are used in accounting, reporting, and compliance

▪ Key regulatory concerns:
▪ Misleading or unaudited AI-generated output

▪ Privacy breaches (GDPR, HIPAA, CCPA)

▪ Lack of audit trails and explainability
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Implementation Roadmap: 30 / 60 / 90 Days

• 30 days: Inventory AI use and repetitive workflows

• 60 days: Draft usage policy and review client-data rules

• 90 days: Pilot one controlled workflow with human review
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Final Thoughts … 
In my 40+ years as a CPA, I've lived through paper ledgers, mainframes, PCs, spreadsheets, the 
Internet, cloud computing, data analytics... and now Artificial Intelligence.

Every one of those technologies changed how we worked. None changed why we serve our clients.

AI is simply the next chapter—and I believe it has the potential to be the most transformative one 
yet.

“I don't use AI to avoid thinking.

I use AI to improve my thinking.”

Thomas E. Newell, Jr. CPA
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Thank You!

CPAs...

Making Sense of a Changing and Complex World
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