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AI in Your Office Right Now
You Are Already Using (Even If You Didn’t Mean To)

ChatGPT
Drafting & Summarizing

Microsoft CoPilot
Excel, Outlook, Word, & O365 Apps

SaaS Platforms
Quickbooks, Expensify, Netsuite



The Myth of the AI Fortress



AI Threat Types



MITRE ATLAS
Adversarial Threat Landscape for Artificial-Intelligence 
Systems



Why This Matters to Financial Leaders

• You are responsible, even 
if it’s AI’s mistake

• SaaS vendors don’t 
always disclose how they 
use your data

• Liability and compliance 
risks still land on your 
desk 





What to Ask Before Using AI Tools
AI Risk Red Flag Checklist

Data Handling & Privacy

Where is the data 
processed/stored?

Is it retained or used for 
training?

Security & Exposure

Are there audit trails or 
MFA?

Can users upload 
sensitive files?

Model Transparency

Public vs. private model?

Guardrails in place?

Governance

Do we have policies?

Are staff trained?



Common Mistakes to Avoid

• Pasting client data into 
public tools

• Relying on unverified    
AI-generated content

• Assuming SaaS = secure
• Not training staff 



What You Need in Place

Policies You Need
• Acceptable Use Policy
• DLP (Data Loss Prevention 

Tools
• Review Process for AI output
• Staff Training
• Assigned Oversight roles

What to Include in Policies
• Define approved tools and use 

cases
• Identify restricted data types
• Require review of AI-generated 

content
• State when approvals are needed







AI 
Acceptable 
Use Policy 
Example



DLP Policy Example





• Prevents data leaks & breaches
• Supports compliance (GDPR, SOX, 

GBLA, HIPPAA)
• Protects client records & payroll files

What is DLP Software?



How DLP Software Works

Detect Monitor Enforce



How DLP Software Works

Detect Monitor Enforce

Identified SSNs 
in Spreadsheet

Watched 
Attempt to Email 

File to Gmail

Pop-up lock or 
firewall image

Example:



Types of DLP

Network DLP
Monitors email & 

file transfers

Endpoint DLP
Protects desktops, 

USB ports

Cloud DLP
Secure QuickBooks, 

OneDrive, M365



DLP Tools to Know



DLP Benefits & Challenges

Benefits
• Avoid client data 

breaches
• Stay 

GBLA/SOX/PCI
• Visibility into data 

movement

Challenges
• Initial setup complexity
• Employee pushback
• Integration with 

finance tools



DLP Best Practices for Financial Teams

 Define sensitive data: PII, tax docs, 
financials

 Review rules regularly (GBLA, SOX 
updates)

 Train finance staff on secure file sharing
 Link DLP with email, file servers, and 

QuickBooks



Traditional DLP often can’t monitor browser 
form submissions (e.g., ChatGPT)

Most DLP tools don’t see encrypted web traffic

Copy/paste into AI sites often bypasses controls

Endpoint DLP (Microsoft Purview, CoSoSys, etc.) 
or DNS filtering can help

The Browser Blind Spot
What DLP Tools Can’t Catch (and What You Can Do)



Re s pons ib le  Us e  Fra me work

Purpose?

Data 
Sensitivity?

Verification?

Auditability?



Cyber Insurance -  Your Last Line of Defense
Even if it’s your SaaS vendor’s breach, you could still be liable. 
Most policies don’t cover AI misuse by default. 

• Key questions to ask your 
broker:
⚬ Are third-party breaches 

covered?
⚬ Is AI usage excluded?
⚬ Are regulatory fines 

included?



Need these Resources for Your Business?

AI Acceptable Use Policy 
(Template)
DLP Policy (Template)
MITRE ATLAS overview link
AI risk checklist
Ema il: ra fe @c omte c hnc .c om



AI is powerful, but it doesn’t replace accountability.
Use it wisely, document decisions, stay in control.

Thank
You!
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