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Who Is Doing All This Printing? 
Learning objectives 

 
In this chapter, we will review how a city employee fraudulently purchased and stole at least 
$1,300,000 in printer toner and resold it online. 

I.  A little background on the course 
Thank you for choosing this course!  To be worthwhile, a CPE course needs to have a purpose.  The 
purpose of this course, as described in the following chart, is to look back at the methodologies employed 
in several real-world government and not-for-profit frauds and then consider potential controls that might 
have prevented or detected the frauds. 
 

 

Why look back? 
 

George Washington once wrote, “We ought not to look back, unless it is to derive useful lessons 
from past errors, and for the purpose of profiting by dear bought experience.”  The cost of fraud, 
dearly paid by governments and not-for-profits (NFPs), is too severe not to learn and profit from. 
In this course, we will look back at real-world government and NFP frauds to derive useful 
controls to stop them.  We will examine real-world misappropriations of cash, check frauds, 
vendor scams, credit card abuse, grant frauds, benefit schemes, inventory thefts, and payroll 
frauds and consider potential controls that might have prevented or detected those frauds. 

 
The frauds we will discuss in this course actually happened.  We have changed the names of the 
individuals and entities involved, as well as minor elements of the fact patterns as certain cases 
discussed are still in resolution/adjudication.  In order to provide you with a feel for the materiality of the 
frauds discussed, only minor changes were made to the dollar amounts involved. 

II.  Who is doing all this printing? 
Our first fraud to discuss involves City A and its former employee (Adam), who fraudulently purchased 
and stole at least $1,300,000 in printer toner and resold it online.  This fraud took place over a little more 
than a decade and was detected when City A received an allegation that Adam was stealing printer toner, 
storing it in his garage, and selling it online. 

A.  Profile of the fraudster 
The profile of a fraudster can run the gamut from a new hire in their 20s to an employee with 40-plus 
years at an entity.  In our first fraud, Adam was the fraudster and the chart on the following page provides 
some general information about his profile. 
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Profile of Adam 

 

Adam was hired in 20X1 as an accounting associate in City A’s library system.  When his 
employment ended with the city approximately 14 years later, he was still an accounting 
associate. 

 
Adam was in his mid-40s to mid-50s during the time of his fraud. 

 
In the past, Adam had been arrested on theft charges (based on public records) before his 
employment at City A began. 

 

Adam appears to have been a somewhat strong-willed individual.  Adam insisted on frequently 
coming into work early despite instructions from his supervisor not to do so due to the lack of 
supervision during those early hours.  Adam also insisted on personally delivering ordered 
supplies to various library branches instead of using the library’s normal delivery process. 

B.  Exercise 1-1 
Please answer the following question related to potential indicators of a fraudster. 
 

Are there indicators of an individual who is prone to committing fraud? 
 

While there are various generalizations about who commits fraud, there is no single profile that can be 
relied upon.  However, there are indicators/motivations that can typically be observed in fraudsters.  
What are some indicators/motivations that you believe might be observed in a fraudster? 

C.  The steps employed to commit fraud 
As we have mentioned, in a little more than a decade’s period of time, Adam fraudulently purchased and 
stole at least $1,300,000 in printer toner and resold it online.  The following chart describes the steps 
Adam followed to commit fraud. 
 

The steps Adam followed to commit fraud 

1 Adam was responsible for purchasing supplies, including printer toner, for City A’s libraries. 

2 Adam was given access to ten City A credit cards.  Two were assigned directly to Adam and 
eight were vendor-specific. 

3 

Adam had intricate knowledge of City A’s credit card policy as he was the only library employee 
with “accountant reviewer” status in the city’s credit card system.  In addition to performing 
second-level reviews of purchases made by other library employees, Adam also had a role in 
reviewing his own purchases.  However, the purchases Adam made were supposed to be 
reviewed by a supervisor. 
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The steps Adam followed to commit fraud 

4 

In a little more than a decade, Adam purchased $1,500,000 in printer toner using City A’s credit 
cards and it is estimated that the city’s libraries only used $150,000 of the toner.  The difference 
was sold by Adam online.  In some cases, the printer toner was shipped to the library where 
Adam worked and he delivered it (i.e., took it home), in some cases the toner was shipped to his 
house, and in other cases the toner was shipped straight to an online toner reseller. 

5 
Adam also appears to have used City A’s credit card to purchase between $15,000 and 
$150,000 in other items (e.g., video games, virtual reality headsets, robotic vacuums, drones, 
and other undetermined items).  Some of these items were shipped directly to his home or a 
nearby online retailer’s pick-up locker. 

6 
When it came time to submit support for his monthly purchases for review (as required by City 
A’s credit card program) in some cases Adam altered invoices, in other cases he did not, and 
sometimes information was simply missing. 

7 Adam had the ability to spread purchases out to multiple budgetary lines used by the library 
without oversight. 

D.  Seeing the opportunities to commit fraud 
Sometimes fraudsters are just lucky and able to commit fraud without much forethought; however, more 
“successful” fraudsters like Adam look for opportunities to commit fraud and seize them.  The following 
chart lists several opportunities to commit fraud that Adam observed at City A and how he took advantage 
of them. 
 

Opportunities to commit fraud that Adam observed at City A 

 

There was weak oversight of Adam.  For example, although he was told by his supervisor to not 
come in early, he routinely did.  It also appears there was little concern over his frequent 
“deliveries” of toner to library branches. 

 

Adam clearly had too much control over the purchasing of supplies.  He was able to take 
advantage of a lack of segregation of duties by (1) purchasing items using credit cards; (2) 
receiving and taking possession of the items ordered; (3) charging the costs to multiple expense 
lines; and (4) having a role in the review of his credit cards. 

 

While Adam’s credit card purchases were subject to monthly review by a library manager, the 
reviews were poorly done.  The reviewer complained about a lack of training on how to review 
the purchases, that Adam often had more than 100 transactions per month, and the time 
pressure to complete the review.  At one point, City A’s purchasing office reached out to Adam 
and recommended that certain credit cards used by the library be closed to reduce risk 
(including the primary card Adam used to purchase printer toner).  Adam simply ignored the 
emails and the cards remained active. 
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Opportunities to commit fraud that Adam observed at City A 

 

City A’s library system did a very poor job of monitoring its budget.  For example, below are 
three years of data regarding the library system’s expenditures for office supplies: 

Fiscal year Budget YTD spending Amount overspent Over budget 
20X5 50,000 243,000 193,000 386% 
20X6 51,000 207,000 156,000 306% 
20X7 51,000 264,000 213,000 418% 

E.  Exercise 1-2 
Please answer the following question related to the poor budget monitoring at City A. 
 

Should we be looking at this? 
 

Budgets are a key internal control for governments and NFPs (e.g., performing a monthly review of a 
budget vs. actual report and investigating any unexpected results).  As we saw in the prior chart, City 
A’s library system expenditures for office supplies were more than 300 percent over budget for at least 
the three consecutive years presented and it did not cause any alarms to go off.  Why do you believe 
that the budget review process at City A was not working? 
 

 

F.  Looking a little deeper at credit card and purchase card programs 
Credit card and purchase card programs can assist organizations by providing benefits such as (1) the 
convenience of purchasing without a purchase order; (2) expedited delivery of purchases; (3) more 
vendors can be utilized than with the traditional purchase order process; and (4) reduced paperwork.  
However, card programs without adequate controls can damage organizations by allowing (1) 
unauthorized purchases; (2) duplicate purchases; (3) poor records of purchases; and (4) a loss of bulk 
purchasing power.  The following chart contains examples of problems in credit card and purchase card 
programs that can lead to fraud. 
 

Examples of problems in credit card/purchase card programs that can lead to fraud include: 

 

Having inadequate policies, procedures, and limitations for the use of cards – Card programs 
are major endeavors by organizations.  It is essential that they be well-thought-out, spelled out, and 
enforced.  This includes having sensible limitations on (1) the number of purchases that can be 
made in a period; (2) the amounts of purchases that can be made; and (3) the types of items that 
may be purchased. 

 

Poor training of card users and card reviewers – Organizations need to ensure that employees 
who are issued cards understand the organization’s card policies and procedures.  Employees who 
review and approve card usage need to be well-versed in the organization’s policies and 
procedures.  Reviewers also need to be trained on specifically what to look for in reviewing 
the statements (as City A found out with Adam’s fraud). 
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Examples of problems in credit card/purchase card programs that can lead to fraud include: 

 

Poor selection of card reviewers – Reviewers of cards need to be appropriate in rank and 
independence to question card users when additional information is needed to approve the activity.  
They also need to understand the types of goods and services that the card user is purchasing.  
Reviewers of cards cannot be those with a rubber stamp mentality (as City A found out with 
Adam’s fraud). 

 

Overloading card approvers with too many cards to review – Not many folks are truly excited 
about reviewing employee’s card usage and supporting documentation.  Sometimes this 
responsibility is put on an employee because others do not want to do it.  Overloading an individual 
with too many cards to review tends to encourage that individual to develop a rubber stamp 
mentality. 

 

Excessive distribution of cards – Everyone in the organization does not need a card and some 
employees do not have the discipline to properly use a card.  Organizations need to be judicious in 
the distribution of cards, including not giving too many cards to an individual (as City A found out 
with Adam’s fraud). 

 

Lack of documentation and record keeping of purchases made – Like all purchases, 
documentation of card purchases needs to include (1) what was purchased; (2) where the item was 
purchased; (3) the delivery address; and (4) the identity of the employee making the purchase. 

 
Allowing the purchase of gift cards with cards – A surprising number of card frauds involve 
employees purchasing gift cards, which are then converted to personal usage without an audit trail. 

 

Allowing cards to be used without an audit trail by specific employees – Some card providers 
issue cards that just reflect the purchasing organization’s name and allow for multiple employees to 
use each card.  This makes linking the individual purchasers to the individual purchases almost 
impossible. 

 

Allowing card policy offenders to continue to use cards – Organizations need to convey that 
card usage is a privilege.  Employees who do not adhere to the card policies and procedures must 
lose this privilege.  The government or NFP’s administrator of the program (e.g., the accounting 
and/or purchasing department) needs to have the power internally to be able to revoke an 
employee’s card (as City A found out in Adam’s fraud where he simply ignored emails from 
purchasing without consequences). 

  



surgentcpe.com / info@surgent.com 1-6 Copyright © 2022 Surgent McCoy CPE, LLC – FCS4/22/V1 

G.  Exercise 1-3 
Please answer the following question related to internal controls over card programs. 
 

Knowing some things that don’t work, what are some things that do work? 
 

As we have seen in this fraud case, the weaknesses in how City A’s credit card program was 
administered certainly allowed Adam an opportunity to commit fraud.  What are some examples of 
policies that you believe an entity’s credit card/purchase card program should include? 
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III.  Suggested solutions to exercises 
This section contains the suggested solutions to the exercises presented in this chapter. 

A.  Suggested solution to Exercise 1-1 
 

Are there indicators of an individual who is prone to committing fraud? 
 

While there are various generalizations about who commits fraud, there is no single profile that can be 
relied upon.  However, there are indicators/motivations that can typically be observed in fraudsters.  
What are some indicators/motivations that you believe might be observed in a fraudster? 
 

Examples of indicators/motivations that might be observed in a fraudster could include things like: 
1. An individual who clearly appears to be living beyond their means; 
2. An individual with a heavy financial burden on their back (e.g., gambling problems, 

drug habits, divorce, potential bankruptcy); 
3. An individual who feels underpaid and underappreciated; 
4. An individual who is unusually stubborn about doing things “their way” for no apparent 

reason (e.g., insisting on personally delivering supplies, personally taking checks to 
vendors, personally picking up the mail); 

5. An individual who is adamant that no one else ever perform their function; 
6. An individual with unusually close ties to vendors; and 
7. As silly as it sounds, an individual with a criminal history (far too many fraud 

perpetrators are repeat offenders). 

B.  Suggested solution to Exercise 1-2 
 

Should we be looking at this? 
 

Budgets are a key internal control for governments and NFPs (e.g., performing a monthly review of a 
budget vs. actual report and investigating any unexpected results).  As we saw in the prior chart, City 
A’s library system expenditures for office supplies were more than 300 percent over budget for at least 
the three consecutive years presented and it did not cause any alarms to go off.  Why do you believe 
that the budget review process at City A was not working? 
 

One would surmise that there were problems in the tone at the top of the library system.  The lack of 
seriousness toward the budget can be seen in a couple of comments made by library staff in response 
to the budget variances observed.  The library financial manager (to whom Adam reported) said that 
she was not concerned if individual categories were overspent as long as the overall library budget was 
not overspent, and that she would not look for overages unless something was “out of whack.”  The 
library’s assistant director (who oversaw the library’s annual budget process and financial services 
division) stated that she did not conduct budget monitoring and that it was the job of her finance staff.  
This mindset likely reassured Adam that he could pull off his fraud without detection.  (Note. The 
COSO internal control component control environment emphasizes the importance of tone at the 
top). 
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C.  Suggested solution to Exercise 1-3 
 

Knowing some things that don’t work, what are some things that do work? 
 

As we have seen in this fraud case, the weaknesses in how City A’s credit card program was 
administered certainly allowed Adam an opportunity to commit fraud.  What are some examples of 
policies that you believe an entity’s credit card/purchase card program should include? 
 

Examples of policies that an entity’s card program should address include: 
1. Requiring employees’ written acknowledgement of the policies for card usage; 
2. Having limitations on each card user in terms of the number and amounts of 

transactions each month.  This includes having approved and unapproved Merchant 
Category Codes (MCCs).  MCCs are codes that classify vendors by the type of 
business (e.g., department stores are 5311; cruise lines are 4411; and massage 
parlors are 7297); 

3. Maintaining control over physical card access (e.g., policies for the issuance and 
cancellation of cards, lost or stolen cards, and employee termination); 

4. Addressing the use of cards for online, telephone, and fax purchases; 
5. Requiring the timely submission and proper review of card activity (including the 

submission and retention of supporting documentation); 
6. Addressing the returns of purchases to vendors for refunds; 
7. Requiring periodic global reviews of card activity focusing on areas such as purchases 

per employee, payments per vendor, types of vendors utilized, documentation of 
reviews, submission of documentation, etc.; 

8. Maintaining a proper segregation of purchases, reviews, accounting, and 
reconciliations; and 

9. Ensuring that the entity’s internal administrator of the program actually administrates 
the program (e.g., they train employees on card policies, they have the authority to 
address violations of policies, they have the power to revoke cards, and they require 
written requests and approvals for card issuance and spending limits). 
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Keeping Track of Time 
Learning objectives 

 

In this chapter, we will review how five government employees in one year were able to 
collectively receive more than $1,300,000 in overtime. 

I.  A few words about payroll fraud 
In this chapter, we will review a fraud case involving payroll fraud (specifically, the charging of fictitious 
overtime).  As discussed in the following, there are several common methods in which the payroll system 
can be utilized to commit fraud. 
 

Common methods in which the payroll system can be utilized to commit fraud include: 

 

Inflated wages – Inflated wages within the payroll system can occur via several methods, such as 
(1) adding fictitious hours to timesheets or the payroll system directly; (2) falsely adjusting the 
hourly or salaried rates; (3) reallocating amounts on timesheets to create overtime; and (4) creating 
other adjustments for items like bonuses or commissions. 

 Fictitious (i.e., ghost) employees – Fictitious employees can be added to the payroll system. 

 

False expense reimbursements – The payroll system can be used for false reimbursement of 
travel and other expenses.  Expenses may be totally false, listed at inflated amounts, or charged 
multiple times. 

II.  Keeping track of time 
Our second fraud to discuss involves a state transportation authority (Transit B) and five employees (i.e., 
Bob, Chuck, Don, Ed, and Fred), who in one year were able to collectively receive more than $1,300,000 
in overtime.  This fraud occurred over more than just one year.  However, we will focus our attention on 
the year (20X1) when more than $1,300,000 in overtime was received.  In 20X1, Transit B’s budgeted 
overtime expense was approximately 30 percent over budget.  While Transit B’s officials thought the 
costs were somewhat reasonable due to construction projects, Transit B’s governing board requested a 
study be done.  Subsequently, the FBI became involved. 

A.  Profile of the fraudsters 
The more than $1,300,000 overtime scheme at Transit B involved five fraudsters; the chart on the 
following page provides information about the participants’ profiles. 
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Profiles of Bob, Chuck, Don, Ed, and Fred 

 

Bob was a maintenance supervisor for Transit B.  Bob had worked at Transit B for several years 
and was in his early 40s at the time of his fraud.  Bob liked to attend concerts, vacation out of 
state, and even participated in a 5K.  Unfortunately, Bob also liked to charge overtime to Transit 
B while spending time on those activities. 

 

Chuck was a chief measurement officer for Transit B.  Chuck was in his mid-50s at the time of 
the fraud and had worked at Transit B for three decades.  Chuck was an avid bowling league 
participant.  Unfortunately, Chuck liked to charge overtime to Transit B while bowling. 

 

Don was a track foreman in his mid-50s at the time of the fraud.  Don enjoyed spending time 
around his local hometown.  Unfortunately, Don liked to charge overtime to Transit B while he 
was simultaneously enjoying his hometown. 

 

Ed was a track foreman in his early 50s at the time of the fraud.  Unfortunately, Ed liked to 
charge overtime to Transit B while he was simultaneously enjoying his hometown. 

 

Fred was a track foreman in his early 50s at the time of the fraud.  Unfortunately, Fred liked to 
charge overtime to Transit B while he was simultaneously enjoying his hometown. 

B.  Exercise 2-1 
Please answer the following exercise related to the above profiles of Bob, Chuck, Don, Ed, and Fred. 
 

How did investigators discover so much about Bob, Chuck, Don, Ed, and Fred? 
 

We just reviewed some basic profile information about Bob, Chuck, Don, Ed, and Fred.  This 
information included some of the activities the men liked to engage in and where the activities took 
place.  How did investigators compile all of this information and establish that overtime was 
being fictitiously charged? 

C.  Exercise 2-2 
Please answer the following question related to payroll frauds. 
 

Turning the double play 
 

Fraud is obviously damaging to both NFPs and governments.  In addition to the lost dollars, public 
perceptions of entities are also harmed, which sometimes can translate to a loss of future funding.  
Governmental payroll frauds in particular may also have an additional cost.  Can you describe 
what that additional cost might be? 
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D.  The steps employed to commit fraud 
As we have mentioned, in one year, five government employees were able to collectively receive more 
than $1,300,000 in overtime.  The following chart describes the steps they followed to commit fraud. 
 

The steps Bob, Chuck, Don, Ed, and Fred followed to commit fraud 

1 Bob, Chuck, Don, Ed, and Fred were all allowed to self-report their overtime hours.  In some 
cases the overtime hours were reported on a sheet and in other cases emailed to a timekeeper. 

2 
Due to their seniority at Transit B and a collective bargaining agreement, Chuck, Don, Ed, and 
Fred had priority status in volunteering for overtime shifts.  This allowed them to be assigned 
large quantities of voluntary overtime shifts. 

E.  Seeing the opportunities to commit fraud 
The following chart lists several opportunities to commit fraud that Bob, Chuck, Don, Ed, and Fred 
observed at Transit B and how they took advantage of them. 
 

Opportunities to commit fraud that Bob, Chuck, Don, Ed, and Fred observed at Transit B 

 

Bob, Chuck, Don, Ed, and Fred were allowed to self-report massive amounts of overtime 
without oversight or review.  In essence, they had the ability to initiate overtime, charge 
overtime, and receive overtime payments without supervision. 

 

Bob, Chuck, Don, Ed, and Fred were likely confident that Transit B’s financial review process 
would not raise red flags from supervisors or others reviewing payrolls, budget to actual reports, 
etc. 

 

Transit B historically had some additional fraud issues, which indicates perhaps not the best 
tone at the top when it comes to controls.  For example, in the past, Transit B had employees 
retiring and receiving a disability pension when they were not disabled (e.g., more than 30 
individuals pleaded guilty to fraud charges). 

 

While the total extent of falsified overtime hours is unknown, they certainly appear significant.  
Below is selected payroll information from Transit B for 20X1: 

Employee Overtime hours Base salary Overtime paid Total amount paid 
Bob 3,914 $102,000 $283,000 $385,000 

Chuck 3,864 $117,000 $344,000 $461,000 
Don 3,365 $113,000 $267,000 $380,000 
Ed 2,918 $108,000 $242,000 $350,000 

Fred 2,954 $107,000 $241,000 $348,000 
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F.  Exercise 2-3 
Please answer the following question related to the fictitious overtime at Transit B. 
 

Could you please help us with this? 
 

Obviously, a big part of the overtime problems at Transit B stemmed from employees being able to 
self-report massive amounts of overtime without verification or approval.  Another part of the problem is 
a poor financial review process.  Transit B has asked you to help in designing an analytical tool to 
assist in detecting and preventing fictitious overtime from being charged in the future.  What 
might you suggest? 
 

G.  Looking a little deeper at payroll fraud 
We began the chapter by discussing that common methods in which the payroll system can be utilized to 
commit fraud include [1] inflated wages; [2] fictitious (i.e., ghost) employees; and [3] false expense 
reimbursements.  The following chart contains key controls to prevent fraud in the payroll system. 
 

Key controls to prevent fraud in the payroll system include: 

 

Requiring background checks and reference checks for employees hired within the HR and payroll 
areas. 

 

Maintaining a proper segregation of duties within the payroll area to ensure that one person alone 
does not set up, generate, distribute, record, and reconcile the payroll process. 

 
Limiting payroll system access so that employees only have access to the systems and processes 
needed to perform their duties. 

 
Strictly controlling access to payroll records, files, and unprinted checks.  Entities also need to 
establish and follow proper document destruction policies. 

 

Properly reviewing payrolls including items such as (1) hours; (2) deductions; (3) pay rates; (4) 
employee names; (5) budget variances; (6) reimbursements; (7) paid absences; and (8) the 
processing of changes. 

 

Effectively monitoring and perfoming random checks.  The payroll process needs to be properly 
monitored by those with oversight responsibilities.  Entities can also perform different types of 
random checks (e.g., a university that hires many student employees could randomly observe the 
check distribution process). 

 

Using a third-party payroll provider.  Outsourcing elements of the payroll system is not a panacea 
for all payroll frauds.  However, adding a secure third party into the payroll process can certainly be 
an effective improvement for some entities. 

 
Requiring timely reconciliations of (1) payroll registers; (2) payroll-related general ledger accounts; 
(3) budget to actual comparisons; and (4) payroll bank statements. 

 
Absolutely requiring mandatory vacation policies to ensure that individuals within the payroll 
process take vacations to create additional cross-training and cross-checking opportunities. 
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III.  Suggested solutions to exercises 
This section contains the suggested solutions to the exercises presented in this chapter. 

A.  Suggested solution to Exercise 2-1 
 

How did investigators discover so much about Bob, Chuck, Don, Ed, and Fred? 
 

We just reviewed some basic profile information about Bob, Chuck, Don, Ed, and Fred.  This 
information included some of the activities the men liked to engage in and where the activities took 
place.  How did investigators compile all of this information and establish that overtime was 
being fictitiously charged? 
 

As we discussed earlier, the FBI was involved in the investigation.  The FBI essentially looked at the 
locations where the five employees claimed to have been working and compared that to location 
information from their cell phones, emails, Facebook, bank records, and additional sources. 

B.  Suggested solution to Exercise 2-2 
 

Turning the double play 
 

Fraud is obviously damaging to both NFPs and governments.  In addition to the lost dollars, public 
perceptions of entities are also harmed, which sometimes can translate to a loss of future funding.  
Governmental payroll frauds in particular may also have an additional cost.  Can you describe 
what that additional cost might be? 
 

Many governments still have defined benefit pension plans, and quite often those benefits are based 
on payroll earnings.  For example, at Transit B, Chuck retired in 20X2.  Transit B’s pension benefit was 
based on an employee’s total pay during the three highest-paid years out of the ten years preceding 
retirement.  Therefore, by fictitiously inflating his overtime in 20X1, Chuck was also inflating his future 
pension benefit (and the cost to Transit B)! 

C.  Suggested solution to Exercise 2-3 
 

Could you please help us with this? 
 

Obviously, a big part of the overtime problems at Transit B stemmed from employees being able to 
self-report massive amounts of overtime without verification or approval.  Another part of the problem is 
a poor financial review process.  Transit B has asked you to help in designing an analytical tool to 
assist in detecting and preventing fictitious overtime from being charged in the future.  What 
might you suggest? 
 

One suggestion would be to create a monthly report listing employees with excessive daily work hours 
over consecutive days and distributing that report to budget officers, upper management, and lower 
levels of management (e.g., approvers) so that all levels can be involved in evaluating and preventing 
unreasonable hours from being charged.  Having a documented accountability structure (and 
improving the tone at the top) is critical for an entity with recent and historic fraud problems in an area. 
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Personal Piggy Bank 
Learning objectives 

 

In this chapter, we will review how a couple executed a scheme to steal hundreds of 
thousands of dollars from an NFP for personal use. 

I.  A few words about smaller entities 
In this chapter, we will review a fraud case involving a smaller NFP.  Sometimes smaller entities fall prey 
to fraudsters who take on significant roles with little to no oversight.  As discussed in the following, AU-C 
Section 240, Consideration of Fraud in a Financial Statement Audit, speaks eloquently of the important 
oversight role of those charged with governance in all entities.  This is acutely true in the case of smaller 
NFPs with limited staff. 
 

 

AU-C Section 240 discusses the important role of those charged with governance 
 

The primary responsibility for the prevention and detection of fraud rests with both those 
charged with governance of the entity and those in management.  It is important that 
management, with the oversight of those charged with governance, places a strong 
emphasis on fraud prevention, which may reduce opportunities for fraud to take place, and fraud 
deterrence, which could persuade individuals not to commit fraud because of the likelihood of 
detection and punishment.  This involves a commitment to creating a culture of honesty and 
ethical behavior, which is reinforced by active oversight by those charged with governance. 

A.  Exercise 3-1 
Please answer the following true or false question related to the role of those charged with governance.  
 

 True or False 

1 
Under AU-C Section 265, Communicating Internal Control Related Matters 
Identified in an Audit, an indicator of a material weakness in internal control is 
the ineffective oversight of the entity’s financial reporting and internal control by 
those charged with governance. 

 

II.  Personal piggy bank 
Our third fraud to discuss involves an NFP (NFP C) which had a mission of providing services to children 
and young adults, as well as meals to individuals in need.  NFP C operated in a large metropolitan area.  
NFP C was operationally led by a couple (i.e., George and Hannah) who served as director and executive 
director for over a decade.  Unfortunately, the final decade of George and Hannah’s leadership was also 
the final decade of NFP C, as their fraud led to NFP C’s demise.  Because NFP C received significant 
funding from a large metropolitan city, some of which appears to have been pass-through funding, the 
FBI became involved once things began to collapse.  (Note. In the final year that NFP C submitted a 
Form 990, NFP C reported payroll taxes payable of more than $500,000 and negative net assets of more 
than $700,000.) 
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A.  Profiles of the fraudsters 
The fraud at NFP C was primarily conducted by George and Hannah with some likely assistance from 
additional family members.  The following chart provides information about the profiles of George and 
Hannah. 
 

Profiles of George and Hannah 

 

George and Hannah were a married couple in their mid-40s to mid-50s during their fraud.  Both 
served as director and executive director of NFP C for more than a decade.  The couple enjoyed 
taking international vacations, jewelry, cosmetic surgery, luxury cars, clothing, spa treatments, 
and home renovation projects.  Unfortunately, they also enjoyed using NFP C’s funds to 
purchase those items. 

B.  The steps employed to commit fraud 
As we have mentioned, George and Hannah were able to collectively steal hundreds of thousands of 
dollars from NFP C.  While the total extent of their fraud is not completely known, the following chart 
describes some of the steps they followed to commit fraud. 
 

The steps George and Hannah followed to commit fraud 

1 
George sent, and caused others to send, more than $330,000 in NFP C’s funds to another NFP.  
The other NFP did not provide any services to NFP C, nor was it related to NFP C’s mission.  
The other NFP was controlled by a close relative of George and the funds were used to pay for 
George’s personal expenses and those of close family members. 

2 
NFP C used an outside payroll processor.  However, in some cases, George caused certain 
checks to be issued in the names of NFP C employees.  George would receive the checks back 
from the processor and fraudulently endorse the checks over to himself or family members. 

3 George used NFP C’s debit card for numerous personal purchases (e.g., insurance payments, 
car payments, department store purchases, personal meals, jewelry, etc.). 

4 

NFP C received some large grants from a large metropolitan city.  For example, in eight 
consecutive years, NFP C received more than $500,000 annually from a large metropolitan city 
(some of which appears to have been pass-through funding).  NFP C also received smaller 
amounts of federal funding directly.  It does not appear that NFP C was required to have Yellow 
Book audits or single audits performed.  The large metropolitan city did perform some limited 
oversight.  However, it appears that NFP C misrepresented information in grant reports, 
overstated expenditures in reimbursement requests, and created fraudulent invoices to 
overstate the amounts vendors had charged NFP C. 
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C.  Seeing the opportunities to commit fraud 
The following chart lists several opportunities to commit fraud that George and Hannah observed at NFP 
C and how they took advantage of them. 
 

Opportunities to commit fraud that George and Hannah observed at NFP C 

 

George and Hannah’s long-standing roles as director and executive director of NFP C clearly 
gave them control over the entity.  It appears that NFP C’s employees either went along with or 
were afraid to challenge their orders.  It also appears that those charged with governance 
exercised little oversight of management (i.e., George and Hannah), which clearly provided a 
great opportunity for them to perpetrate the fraud. 

 

The oversight exercised by the large metropolitan city was likely lacking, particularly the 
consistent willingness to provide such large annual awards without requiring a Yellow Book audit 
of the entity. 

D.  Exercise 3-2 
Please answer the following question related to the fraud perpetrated by George and Hannah. 
 

What was the best shot at stopping this fraud? 
 

The combination of George and Hannah’s strong operational control over NFP C and the weak 
oversight by those charged with governance certainly allowed the fraud at NFP C to continue for a long 
time.  Reflecting upon the limited facts presented, what do you believe was the best missed 
opportunity to stop this fraud earlier? 
 

 

E.  Looking a little deeper at fraud in smaller entities 
Smaller entities are often highly dependent on just one or perhaps a handful of employees.  However, this 
does not mean that smaller entities cannot do anything to prevent fraud.  This is particularly true if the 
entity can get some minimal assistance from those charged with governance.  The following chart lists 
some anti-fraud controls that smaller entities can implement. 
 

Anti-fraud controls that smaller entities can implement 

Area of 
controls 

 
Potential controls 

Global 

Having a fraud reporting mechanism for employees; 

Adhering to a mandatory vacation policy for those involved in financial functions; 

Recruiting a board member(s) with some financial acumen who will ask questions; 

Conducting monthly board reviews of budget vs. actual statements; and 

Performing background checks on new hires in key positions. 
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Anti-fraud controls that smaller entities can implement 

Area of 
controls 

 
Potential controls 

Cash 

Having a board member directly receive and review the bank statements (electronically 
or hard copy) for unusual items; 

Performing monthly bank reconciliations, which are then reviewed; 

Limiting who can sign checks and requiring dual signatures for checks over a set 
amount; 

Analyzing cleared checks to ensure vendors are on the approved list, checks are not 
being issued out of order, and compliance with the check-signing policy; 

Having policies for using pre-numbered checks, locking up unused checks, and defacing 
and retaining voided checks; 

Having controls over electronic transfers of funds; and 

Limiting petty cash. 

Receivables 

Having the Board review a receivable aging each month; 

Approving and documenting all receivable write-offs; 

Ensuring mail is opened by administrative staff, cash receipts are logged and stamped 
“For Deposit Only” prior to being given to the accountant for recording, and receipts are 
locked and deposited daily; and 

Comparing the receipts log to the bank statement. 

Inventory 

Locking the doors and having security cameras; 

Having policies for the centralized receipt and verification of supplies.  The proof of 
receipt is given to accounting to verify prior to payment; and 

Having reasonable procedures for a year-end physical inventory. 

Property Having reasonable capitalization thresholds and inventory procedures that are followed. 

Payables 

Having reasonable limits and review procedures for credit and debit card usage; 

Maintaining an approved vendor that is reviewed periodically by the board; 

Reviewing the original invoice, shipping document, and purchase order before a check is 
issued; 

Once a check is issued, marking the invoice “Paid” and noting the check number to 
prevent double payment; 

Having dual check signers review support before signing; and 

Ensuring employee expense reimbursements are supported by receipts and approved 
prior to payment. 

Payroll 

Using a third-party payroll provider to process payroll and having a payroll report 
generated and reviewed each payroll for ghost employees, excessive overtime, 
unauthorized rate changes, etc.; and 

Ensuring all changes to pay rates are in writing and approved prior to input. 
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III.  Suggested solutions to exercises 
This section contains the suggested solutions to the exercises presented in this chapter. 

A.  Suggested solution to Exercise 3-1 
 

 True or False 

1 
Under AU-C Section 265, Communicating Internal Control Related Matters 
Identified in an Audit, an indicator of a material weakness in internal 
control is the ineffective oversight of the entity’s financial reporting and 
internal control by those charged with governance. 

True.  .A11 of AU-C 
Section 265 specifies 
this. 

B.  Suggested solution to Exercise 3-2 
 

What was the best shot at stopping this fraud? 
 

The combination of George and Hannah’s strong operational control over NFP C and the weak 
oversight by those charged with governance certainly allowed the fraud at NFP C to continue for a long 
time.  Reflecting upon the limited facts presented, what do you believe was the best missed 
opportunity to stop this fraud earlier? 
 

As we saw at the start of the chapter, AU-C Section 265 discusses that the primary responsibility for 
the prevention and detection of fraud rests with both those charged with governance of the entity and 
those in management.  In the case of NFP C, management was committing fraud and those charged 
with governance were apparently out to lunch.  So, something external likely needed to occur for this 
fraud to become known earlier.  This fraud perhaps could have become known earlier if (1) a 
disgruntled employee had spoken out; (2) if the outside payroll processor had asked some questions; 
or (3) if the CPA performing the Form 990 had asked some questions.  However, in the author’s mind, 
the best missed opportunity to detect this fraud earlier was the large metropolitan city’s oversight of the 
significant annual awards made to NFP C.  Some of the funding the large metropolitan city provided to 
NFP C appears to have been pass-through funding.  The Uniform Guidance for Federal Awards 
requires a pass-through entity to evaluate each subrecipient’s risk of noncompliance to properly 
monitor the subrecipient.  If the large metropolitan city had looked at the structure of NFP C a little 
closer, they perhaps would have more closely monitored NFP C or required NFP C to have a Yellow 
Book audit to receive funding. 
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Leaving a Bad Taste 
Learning objectives 

 

In this chapter, we will review how the director of an NFP stole nearly $1,500,000 intended 
to feed hungry children. 

I.  A few words about grant fraud 
Grant fraud affects everyone.  Grant fraud denies the public an intended benefit and robs the taxpayer of 
their hard-earned tax dollars.  As described in the following chart, sometimes even large, well-respected 
entities have come into question in terms of the misuse of grant funds. 
 
Even large, well-respected entities have come into question in terms of the misuse of grant funds… 

 

In 2015, the University of Florida (UF) agreed to pay the United States $19,875,000 to resolve the 
alleged misuse of grant funds awarded by the U.S. Department of Health and Human Services 
(HHS) to UF between 2005 and December 2010.  The United States contended that the university 
overcharged hundreds of grants for the salary costs of its employees when it did not have 
documentation to support the level of effort claimed on the grants for those employees.  The 
government also contended that UF charged some of these grants for administrative costs for 
equipment and supplies when those items should not have been directly charged to the grants 
under federal regulations.  Lastly, UF allegedly inflated costs charged to HHS grants awarded at 
its Jacksonville campus for services performed by an affiliated entity, Jacksonville Healthcare, Inc. 

 

In 2019, Duke University agreed to pay the United States $112,500,000 to resolve allegations that 
between 2006 and 2018, Duke knowingly submitted and caused to be submitted claims to the 
National Institutes of Health (NIH) and to the Environmental Protection Agency (EPA) that 
contained falsified or fabricated data or statements in 30 grants, causing the NIH and EPA to pay 
out grant funds that they otherwise would not have paid.  Specifically, the United States contends 
that the results of certain research related to mice conducted by a Duke research technician in its 
Airway Physiology Laboratory, as well as statements based on those research results, were 
falsified and/or fabricated. 

II.  Leaving a bad taste 
Our fourth fraud to discuss involves an NFP (NFP D) and its former director (Irene) who committed grant 
fraud to steal nearly $1,500,000 intended to feed hungry children.  This fraud primarily took place over a 
couple of years (20X1 and 20X2), including one year in which a single audit was performed.  Soon after 
the fraud was committed, NFP D was forced to close its doors to the rural town of less than 15,000 in 
which it operated. 
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A.  Profile of the fraudster 
The fraud at NFP D was committed by Irene, who was its director.  The following chart provides a profile 
of Irene. 
 

B.  Exercise 4-1 
Please answer the following question related to potential indicators of a fraudster. 
 

Could you be talking to a fraudster? 
 

Sometimes, fraud perpetrators are long-time employees who are well respected.  However, quite often, 
there are some potential characteristics and actions that may be noticed when talking to a fraudster.  
What are some potential characteristics and actions that you believe may be noticed when 
talking to a fraudster? 

C.  The steps employed to commit fraud 
As we have mentioned, in a little over a couple of years, Irene committed grant fraud to steal nearly 
$1,500,000 intended to feed hungry children.  The chart on the following page describes the steps Irene 
followed to commit fraud. 
  

Profile of Irene 

 

NFP D was approximately four years old at the time of the fraud.  Irene had served as the 
director of NFP D for the majority of its existence.  Irene’s family was well-respected in the 
community and very involved in NFP D.  For example, in some years, the board of directors for 
NFP D consisted of [1] Irene; [2] Irene’s husband (who served as president of the board); [3] 
Irene’s daughter (who served as vice president of the board and also an employee of NFP D); 
and [4] two additional board members who were not related to Irene. 

 

Irene was in her mid-50s at the time of her fraud.  She enjoyed investing in (1) real estate; (2) 
farm equipment; and (3) a restaurant.  Irene also enjoyed air travel, cruises, and purchasing 
designer luxury items.  Unfortunately, Irene enjoyed using NFP D’s funds to make these 
investments and purchases. 



surgentcpe.com / info@surgent.com 4-3 Copyright © 2022 Surgent McCoy CPE, LLC – FCS4/22/V1 

The steps Irene followed to commit fraud 

1 
NFP D was almost entirely funded by pass-through grants to provide children in low-income 
areas with nutritious meals when school was not in session during the summer.  Irene caused 
NFP D to file claims for reimbursement that greatly inflated the number of meals provided. 

2 Irene created more than $100,000 in fake NFP D checks (to provide support for fictitious 
payments to vendors that did not occur). 

3 
Irene created more than $1,000,000 in real NFP D checks which were made payable to the 
names of food vendors.  Irene then fraudulently endorsed these checks and deposited them 
into her personal credit union account.  (Note. In about one-third of the cases, the checks 
were made payable to just the initials of vendors.) 

4 Irene charged more than $350,000 in personal expenses to NFP D’s credit card and 
subsequently paid the bill from NFP D’s bank account. 

D.  Exercise 4-2 
Please answer the following true or false question. 
 

 True or False 

1 
At NFP D, about one-third of the checks made payable to food vendors that 
Irene deposited into her credit union account had just the vendor’s initials.  Just 
using the initials for payees on checks is not a good idea for fraud purposes or 
banking purposes. 

 

E.  Seeing the opportunities to commit fraud 
The following chart lists several opportunities to commit fraud that Irene observed at NFP D and how she 
took advantage of them. 
 

Opportunities to commit fraud that Irene observed at NFP D 

 

Irene was confident that in her role as director she could engage in blatant fraudulent activities 
without the scrutiny of other NFP D employees or those charged with governance (as she 
effectively controlled the board). 

 

Since NFP D relied almost exclusively on pass-through grants, Irene did not have individual 
contributors looking at NFP D’s operations.  The pass-through entity (a state) likely did not have 
much hands-on knowledge of NFP D, which was located in a small town.  So, in essence, you 
had a lot of grant funding flowing into a small community with likely few people in the community 
even being aware of it to be able to question it. 

 

Irene must have been confident that her credit union would not question her endorsement and 
deposit of the NFP D checks made payable to vendors. 

 
Irene must have been confident that the single audit would not detect the fraud. 
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F.  What about the single audit of NFP D? 
As we mentioned earlier, the fraud at NFP D primarily took place over a couple of years (20X1 and 20X2), 
including one year in which a single audit was performed.  With the tremendous luxury of hindsight, let’s 
look at aspects of how that audit went.  The following chart provides excerpts from the audit findings of 
that single audit and management’s response.  Please pay close attention to the wording of 
management’s (i.e., Irene’s) response, as it is enlightening to see a fraudster’s wording as Irene tries to 
move on from a finding and assure a pass-through entity that everything is okay. 
 

Excerpts from NFP D’s single audit report 

1 

Condition:  NFP D’s accounting procedures regarding bank reconciliations and control over cash 
balances were not adequate.  We noted the following exceptions during our examination: (1) The 
bank reconciliations prepared by NFP D did not agree to the financial statements.  Ending bank 
balances per the reconciliations did not agree with the balances reflected on the bank statements.  
The unreconciled differences from the two primary agency bank accounts totaled $120,000.  (2) 
The bank reconciliations included stale dated checks that were outstanding for more than six 
months and checks that had not cleared as of the most recent bank statement.  These checks 
totaled $140,000.  The bank reconciliations were corrected during the course of our examination. 
Management’s response:  Bank reconciliations will be done on a monthly basis upon receipt of 
bank statements in a timely manner.  All reconciliation for the past and current year has been 
resolved, all checks are cleared, and the recommendations are being implemented and upgrades 
are in progress. 

2 

Condition:  NFP D’s general accounting procedures were not adequate to fully account for the 
expenditure of grant funds and prepare accurate financial statements.  The exceptions noted 
during our examination included the following: (1) The general ledger and financial statements for 
NFP D included numerous balances that required adjustment during the audit engagement, 
including grant income accruals totaling $110,000 and various mispostings to the accounts payable 
account balance.  (2) Banking transfers, totaling $230,000, were recorded as expenses.  (3) 
Vendor names were omitted from transactions on the general ledger, while other disbursements 
were found to have incorrect vendor names noted on the canceled checks.  (4) Accounts Payable 
reflected a debit balance of $10,000.  Of the 13 vendor balances listed on the aging, there were 10 
accounts listed with debit balances.  (5) The general ledger postings were commingled and did not 
provide for separate financial reporting of each grant activity. 
Management’s response:  Recommendations will be implemented, and accounting functions will 
be upgraded.  All omitted or incorrect vendor names have been included or corrected as noted.  
Corrective actions are still in progress. 

3 

Condition:  During our examination, we noted that NFP D’s financial reporting included certain 
grant administrative payroll expenditures that exceeded the approved grantor budgets.  Further 
review of these budget variances indicated that prior and specific grantor approval was not on file 
at NFP D.  The accounting records were not adequately segregated to provide salary expenditures 
by grant program. 
Management’s response:  Recommendations to engage qualified professional(s) to prepare 
monthly budget to actual reports will be implemented.  Reports will be reviewed timely by 
management and all variances will be resolved. 
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Excerpts from NFP D’s single audit report 

4 

Condition:  NFP D did not maintain a central administrative office that was adequate to provide 
the proper administrative and programmatic grant controls.  Grant documentation and records 
were maintained at the feeding sites, and in some instances, personal residences of the executive 
director and bookkeeper.  We also noted that NFP D incurred costs for building renovations 
totaling $15,000 during the current year.  We also noted that NFP D expended $3,000 related to 
vehicle repairs.  Further review of the records indicated NFP D did not own a vehicle. 
Management’s response:  Recommendations to obtain a central administrative office to conduct 
grant activities is noted and will be implemented, effective immediately, and cost will be limited to 
grant business purposes.  Grant documents will be maintained in this centralized office. 

5 

Condition:  NFP D’s payroll accounting procedures were not adequate to properly account for the 
reporting of grant payroll costs incurred applicable to grant activities conducted.  During our 
examination, we noted the following exceptions: (1) The executive director did not exercise 
adequate oversight of payroll and human resource function for NFP D.  We noted the bookkeeper's 
compensation payments were calculated hourly using four different hourly pay rates during the 
grant period.  The highest pay rate of $40/hour was not supported with any approval 
documentation by management.  (2) NFP D full-time employees were in many instances 
compensated as independent contractors.  (3) IRS quarterly payroll tax returns were not prepared 
or filed for the 2nd, 3rd, or 4th quarters of 20X1. 
Management’s response:  Recommendations to provide enhanced supervision and oversight 
over the payroll accounting functions is noted and will be implemented.  The payroll was calculated 
by the director, hours and wage amounts imputed into the accounting program by the bookkeeper, 
and checks printed accordingly.  Timesheets and check stubs were maintained in the employee 
records.  All 941 returns and any other payroll tax forms will be filed and paid timely. 

6 

Condition:  We examined the full month of July 20X2 payroll for the summer feeding program and 
noted that NFP D’s payroll costs for certain employees appeared to exceed reasonable levels 
based upon hours worked.  The timesheets for the four employees reflected eight hours per day 
and seven days per week for the full month of July 20X2.  We also noted that the timesheets for 
these employees did not reflect supervisory or management approval signatures. 
Management’s response:  We will implement the recommended policies for human resources.  
NFP D operates on a seven-day basis for the summer program.  We will reevaluate the work hours 
for each employee. 

7 
Condition:  NFP D did not submit its independent audit report within the six months after the close 
of its fiscal year. 
Management’s response:  We will engage auditor immediately following the close of the fiscal 
year. 

G.  Exercise 4-3 
Please answer the following true or false question. 
 

 True or False 

1 As we have seen for 20X1, the auditor reported seven findings related to NFP 
D’s single audit.  The auditor issued a qualified opinion on compliance. 
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H.  Looking a little deeper at grant fraud 
The fraud at NFP D involved grant funding.  The following chart contains examples of fraud indicators 
related to grants. 
 

Selected examples of fraud indicators related to grants include… 

 

Related-party transactions with inadequate, inaccurate, or incomplete documentation or internal 
controls. 

 Entity personnel having one or more outside businesses. 

 Too much authority given to a limited number of individuals to determine allowable costs. 

 Grant transactions receiving minimal oversight. 

 Project experiences high turnover of staff. 

 
Single audits with qualified opinions, findings of questioned costs, evidence of noncompliance, or 
weak internal controls.  Also, receiving inadequate management responses to findings. 

 
Grant transactions and/or accounts that are difficult to audit due to management judgment and 
estimates. 

 
Cost sharing or matching arrangements where there is inadequate documentation of entity support 
or any indication that entity money or other contributions have not been tracked. 

 
Multiple sources of governmental funding with inadequate, incomplete, or poor tracking.  Also, a 
failure to segregate funds and/or the existence of pooled funds. 

 
Unusual, complex, or new transactions, particularly if they occur at year-end or the end of the 
reporting period.  Also, transactions and accounts operating under time constraints. 

 Projects with special requirements regarding qualification of participants. 

 

Travel accounts with inadequate, inaccurate, or incomplete documentation or internal controls (e.g., 
appropriate authorization/review and an analysis of variances between budgeted amounts and 
actual costs). 

 
Credit card accounts with inadequate, inaccurate, or incomplete documentation or internal controls 
such as appropriate authorization and review. 

 
Accounts in which activities, transactions, or events involve handling of cash or wire transfers.  
Also, the presence of high cash deposits maintained with banks. 

 
Project assets and inventory of a nature that can be easily converted to cash or easily converted to 
personal use. 

 

Accounts with large discrepancies between budgeted amounts and actual costs or accounts with 
large/frequent shifting of budgeted costs from one line item to another without adequate 
justification.  Also, accounts that have distinctive charging patterns, sudden shifts in charging, a 
large amount of indirect charges, or a decrease in charges when near budgeted ceiling. 
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Selected examples of fraud indicators related to grants include… 

 

Items such as (1) a project showing little or no results for money granted; (2) final reports that are 
slow in coming or fail to come at all; (3) required interim reports not submitted; and (4) conflicts 
between progress reported and actual progress observed. 

 

The payroll (including fringe benefits) system controls are inadequate to prevent (1) an individual 
being paid twice, or being paid for a longer time period than permitted under the grant; (2) 
distributions of salary as direct and indirect costs and as costs cited for cost sharing come from 
more than one system so that more than 100 percent of time can be distributed; (3) lack of 
personnel activity reports or time and effort reports to support claimed salaries; and (4) support that 
is provided based on budget estimates rather than actual activity or costs. 

 

Consultant or subcontractor agreements that are vague as to (1) the work to be performed; (2) the 
time period covered; (3) the rate of pay; (4) the product expected; and (5) the lack of proof that a 
product or service was actually delivered. 
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III.  Suggested solutions to exercises 
This section contains the suggested solutions to the exercises presented in this chapter. 

A.  Suggested solution to Exercise 4-1 
 

Could you be talking to a fraudster? 
 

Sometimes, fraud perpetrators are long-time employees who are well respected.  However, quite often, 
there are some potential characteristics and actions that may be noticed when talking to a fraudster.  
What are some potential characteristics and actions that you believe may be noticed when 
talking to a fraudster? 
 

Examples of potential characteristics and actions that may be noticed when talking to a fraudster could 
include things like: 

1. The individual expresses frustration with questions and provides explanations to 
questions that are not reasonable; 

2. The individual expresses an unusual amount of forgetfulness; 
3. Instead of answering questions asked, the individual tends to evade questions by 

answering questions that are not asked.  This includes providing much information in 
areas not asked about and little information in the areas asked about; 

4. The individual indicates that he/she will look into an issue and provide information later, 
then never provides the information; 

5. The individual refuses to provide information or states that no information is available; 
6. Rather than accepting personal responsibility, an individual tends to blame others or 

use the excuse that something has always been done a certain way without reason; 
7. The individual seems extremely eager to settle questioned costs and move on quickly; 
8. The individual tries to control the audit procedures performed and the timing of the 

procedures; and 
9. The individual is always too busy to meet with an auditor. 

 

B.  Suggested solution to Exercise 4-2 
 

 True or False 

1 

At NFP D, about one-third of the checks made payable 
to food vendors that Irene deposited into her credit 
union account had just the vendor’s initials.  Just using 
the initials for payees on checks is not a good idea for 
fraud purposes or banking purposes. 

True.  It’s not a good idea to just use 
abbreviations when you fill in the payee 
information on the “Pay to the order of” 
line.  Some banks may reject such 
checks and some fraudsters may try to 
use abbreviations to their advantage. 
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C.  Suggested solution to Exercise 4-3 
 

 True or False 

1 

As we have seen for 20X1, the auditor 
reported seven findings related to NFP 
D’s single audit.  The auditor issued a 
qualified opinion on compliance. 

False.  The auditor issued an unmodified opinion on 
compliance.  [Note. The author included this question 
not to pick on the auditor (as they clearly reported some 
issues and did not have the gift of hindsight we do).  
However, this case points out the importance of really 
thinking through the opinion on compliance when you 
see so many findings stacking up.] 
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Missing Money 
Learning objectives 

 

In this chapter, we will review how an employee fraudulently skimmed more than 
$900,000 in cash from an NFP. 

I.  A few words about the skimming of cash 
In this chapter, we will review a case involving the skimming of cash.  When people use the phrase 
“skimming of cash,” they are generally referring to a fraud perpetrated by someone doing just what it 
sounds like (i.e., stealing cash right off the top of a process involving cash before the accounting occurs).  
As discussed in the following chart, the skimming of cash can be particularly difficult to detect. 
 

 

Trying to make sure that we keep an eye on everything 
 

It is not unusual for governments and NFPs to have multiple activities and locations that serve 
as collection points for cash.  Cash is just too tempting and convertible as an asset to depend 
on everyone’s good morals to be the primary control.  Frauds involving the skimming of cash 
can be particularly difficult to detect, as the cash is stolen right off the top before the transaction 
is recorded in the accounting system.  A very healthy exercise for all entities is to periodically 
write down all the cash collection points that they have and then simply ask what controls they 
have over those collection points. 

II.  Missing money 
Our fifth fraud to discuss involves a museum (NFP E) and its former employee (Jessie) who fraudulently 
stole at least $900,000 in cash.  This fraud took place over a six-year period and was detected when a 
coworker saw Jessie collecting cash (from selling a museum membership) but not recording it.  Around 
this time, another employee realized that NFP E’s membership revenue was short by a meaningful 
amount.  Jessie was confronted and she confessed to stealing cash from NFP E. 

A.  Exercise 5-1 
Please answer the following true or false question related to Jessie. 
 

 True or False 

1 As Jessie admitted to stealing cash from NFP E, she must have felt extremely 
remorseful about stealing so much funding from the museum. 

 

B.  Profile of the fraudster 
Again, the fraud at NFP E involved Jessie skimming more than $900,000 in cash.  The chart on the 
following page provides some general information about Jessie. 
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C.  The steps employed to commit fraud 
The following chart describes the steps Jessie followed to commit fraud at NFP E. 
 

The steps Jessie followed to commit fraud 

1 
Jessie’s primary responsibilities involved selling museum memberships at NFP E.  When a 
customer purchased a membership, Jessie was supposed to record the sale in the museum’s 
ticket management software (a point‐of-sale system) and a membership database. 

2 
Jessie would simply pocket the cash that museumgoers gave her when purchasing 
memberships.  Jessie would record the transaction in the museum’s membership database but 
not in the point-of-sale system.  This allowed for a classic example of skimming, as the cash 
was being taken (i.e., skimmed off the top) before anything hit the accounting system. 

3 
Jessie would generate fraudulent reports to reconcile the point-of-sale system and the 
membership database, falsely telling NFP E’s finance department that the cash revenue 
matched the number of memberships purchased with cash. 

4 Jessie also skimmed a smaller amount of cash from NFP E by pocketing cash when she sold 
beverage tickets at museum fundraisers. 

D.  Exercise 5-2 
Please answer the following question regarding Jessie’s fraud. 
 

How did they figure out the amount Jessie stole? 
 

The vast majority of Jessie’s skimming fraud involved the selling of NFP E memberships, as it is 
estimated that she stole more than $870,000 in that manner.  Since that amount was taken before it 
hit the accounting records, how do we know that an estimated $870,000-plus was stolen? 
 

  

Profile of Jessie 

 

Jessie was hired in 20X1 as a data records supervisor at NFP E selling museum memberships.  
Jessie began skimming cash in 20X2 and continued her fraud for six years. 

 
Jessie was in her 30s during the time of her fraud. 

 

Jessie had a prior criminal history related to theft (based on public records) before her 
employment at NFP E began. 

 
Jessie enjoyed jewelry, designer goods, and luxury cars.  She was also known to pay for a 
friend’s rent.  Unfortunately, she used funds stolen from NFP E to fuel such purchases. 
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E.  Seeing the opportunities to commit fraud 
As Jessie’s fraud took place over a span of six years, she clearly observed some opportunities to skim 
large amounts of cash and not be detected.  The following chart lists several opportunities to commit 
fraud that Jessie observed at NFP E and how she took advantage of them. 
 

Opportunities to commit fraud that Jessie observed at NFP E 

 

NFP E did not have security cameras monitoring the area of the museum in which Jessie 
worked.  Thus, fewer employees had an opportunity to observe her activities. 

 

Jessie was the only employee selling NFP E memberships who also was responsible for 
reconciling the point-of-sale system and the membership database.  Jessie, therefore, had the 
ability to sell memberships, pocket the cash, and cover her tracks (i.e., a lack of segregation of 
duties). 

 

Jessie must have been confident that no one at NFP E was performing analytical procedures on 
her revenue stream like the forensic accountant did after the fact (e.g., comparing the money 
that NFP E received from membership sales to the number of memberships sold). 

F.  Exercise 5-3 
Please answer the following question related to the fraud at NFP E. 
 

Any ideas? 
 

If you were approached by NFP E and asked to improve internal controls over cash purchases 
of museum memberships, what are some things you might suggest? 
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G.  Looking a little deeper at fraud hotlines 
In the case of NFP E, one of the early indicators of Jessie’s fraud was a coworker who saw Jessie 
collecting cash from the sale of a museum membership but not recording it.  One key and effective 
deterrent to fraud is having a fraud reporting mechanism (i.e., a fraud hotline) in place for employees.  
The following chart contains suggestions related to operating a fraud hotline. 
 

Suggestions related to operating a fraud hotline include: 

 

Make sure employees know about the fraud hotline and are reminded of it – Like an old tool 
covered up in the garage, fraud hotlines can lose their effectiveness if employees are not 
reminded of their existence and how to use them.  When management reminds employees of the 
existence of a fraud hotline, it also assists in setting a higher ethical tone for the entity.  Common 
communication vehicles include discussions in staff meetings, posters in break rooms, notices in 
employee newsletters, reminders on the entity’s website, etc. 

 

Consider allowing tips to be submitted both by phone and online – While telephone-based 
hotlines may be more effective since they potentially allow for more information to be gathered in 
a conversation, some employees may prefer to submit tips online as they may feel that it better 
protects their anonymity. 

 

Consider using an outside vendor to monitor the fraud hotline – Using an outside vendor to 
monitor a fraud hotline can potentially offer benefits, including (1) it allows the hotline to be 
answered by a live person 24/7, thus giving employees the opportunity to report fraud during 
nonworking hours when they are not surrounded by supervisors or coworkers; (2) employees may 
be more likely to report fraud if they know the tip will be taken independently and their anonymity 
will be protected; (3) some outside vendors assign callers numbers or codes and encourage them 
to call back in a period of time, which allows for additional information to be gathered if needed 
and communicates to tipsters that their tips are being taken seriously and followed up on; and (4) 
the hotline will be answered by individuals who are skilled in gathering pertinent information for 
proper follow-up. 

 

Consider allowing tips to be submitted by vendors and citizens – Vendors and citizens can 
also be a helpful source of information regarding fraud.  Vendors and citizens can be informed of 
the existence of fraud hotlines via notices included on written communications or notices on the 
entity’s website. 

 

Make sure that received tips are forwarded and followed up on by appropriate individuals – 
Regardless of whether an outside vendor or an internal system is utilized, entities need to make 
sure that fraud tips received are documented and followed up on by appropriate individuals.  Tips 
should be forwarded to more than one individual (e.g., a responsible entity official and the entity’s 
audit committee) to ensure accountability and follow-up.  Documentation of the tip should also 
include its eventual resolution. 

 

Consider allowing other matters to also be reported – Some entities also set up the fraud 
hotline to take comments regarding wasteful operations, harassment, discrimination, unsafe 
workplace conditions, and workplace violence.  When fraud hotlines are expanded in this manner, 
the entity needs to carefully plan how tips regarding such matters are handled and the groups to 
be involved (e.g., the human resources department and legal counsel). 
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III.  Suggested solutions to exercises 
This section contains the suggested solutions to the exercises presented in this chapter. 

A.  Suggested solution to Exercise 5-1 
 

 True or False 

1 
As Jessie admitted to stealing cash from NFP E, 
she must have felt extremely remorseful about 
stealing so much funding from the museum. 

False.  Court documents indicated that Jessie 
“never expressed remorse for her conduct.”  
At Jessie’s sentencing, when the judge asked 
if she was sorry, Jessie’s response was “no.” 

B.  Suggested solution to Exercise 5-2 
 

How did they figure out the amount Jessie stole? 
 

The vast majority of Jessie’s skimming fraud involved the selling of NFP E memberships, as it is 
estimated that she stole more than $870,000 in that manner.  Since that amount was taken before it 
hit the accounting records, how do we know that an estimated $870,000-plus was stolen? 
 

A forensic accountant was used to determine the estimated loss amount.  The forensic accountant 
essentially (1) compared the money that NFP E received from membership sales to the number 
of memberships sold; and (2) selected a sample of months and compared Jessie’s cash membership 
sales in the point-of-sale system to paperwork documenting the memberships she issued.  Note. Using 
different procedures, the forensic accountant estimated that Jessie stole more than $30,000 from the 
beverage tickets at museum fundraisers. 
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C.  Suggested solution to Exercise 5-3 
 

Any ideas? 
 

If you were approached by NFP E and asked to improve internal controls over cash purchases 
of museum memberships, what are some things you might suggest? 
 

Examples of suggestions to improve controls over cash purchases of museum memberships could 
include things like: 

1. Installing security cameras at cash collection sites as a potential deterrent; 
2. Improving the segregation of duties within the ticket sales process (e.g., making sure 

personnel reconciling the point-of-sale system to the membership database are not 
also collecting the cash); 

3. Performing analytical procedures on the revenue stream (e.g., comparing the money 
received from membership sales to the number of memberships sold); 

4. Having managers or accounting personnel perform random surprise audits of the 
function; 

5. Physically arranging the areas where cash is collected so that one employee is not 
collecting large amounts of cash without other employees being in proximity; 

6. Ensuring cash amounts are kept in a locked box/register during the day and deposited 
daily; 

7. Having effective background checks and bonding of employees handling significant 
amounts of cash; 

8. Maintaining job rotation policies; and 
9. Having effective employee fraud reporting mechanisms (e.g., fraud hotlines). 
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When Lightning Strikes Twice 
Learning objectives 

 

In this chapter, we will review how an outside vendor stole more than $1,200,000 from an 
NFP. 

I.  A few words about vendor fraud 
In this chapter, we will review a case involving vendor fraud.  Typically, we think of fraud as committed by 
insiders within the entity and not outside vendors.  However, fraud can arise either inside or outside of an 
entity. 
 

 

Fraud can arise either inside or outside of an entity 
 

AU-C Section 240, Consideration of Fraud in a Financial Statement Audit, defines fraud as an 
intentional act by one or more individuals among management, those charged with 
governance, employees, or third parties, involving the use of deception that results in a 
misstatement in financial statements that are the subject of an audit. 

A.  Exercise 6-1 
Please answer the following question regarding vendor fraud. 
 

How could a vendor commit fraud at an entity? 
 

Try to name a few methods that vendors could utilize to commit fraud at an entity. 
 

 

II.  When lightning strikes twice 
Our sixth fraud to discuss involves a hospital (NFP F) and a former vendor.  The vendor was a law firm 
led by two partners (Ken and Lee) who fraudulently stole at least $1,200,000 from NFP F.  This fraud took 
place over a six-year period. 

A.  Profile of the fraudsters 
Again, the fraud at NFP F involved a law firm run by Ken and Lee.  The chart on the following page 
provides some general information about Ken and Lee. 
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B.  The steps employed to commit fraud 
The following chart describes the steps Ken and Lee followed to commit fraud at NFP F. 
 

The steps Ken and Lee followed to commit fraud 

1 
NFP F decided to outsource aspects of its collection work on patient accounts.  NFP F decided 
that after attempting to collect on patient accounts for a period of time, NFP F would transfer its 
larger outstanding patient accounts to the law firm run by Ken and Lee for collection.  Ken and 
Lee’s firm was chosen because it was a local firm specializing in such work. 

2 
As payments on patient accounts were received, the payments were supposed to be logged in 
the case management system for the appropriate patient account.  The monies were then 
deposited into the law firm’s trust account.  On a periodic basis, often monthly, the firm was 
supposed to remit the patient payments collected to NFP F. 

3 
Ken and Lee had personnel within the law firm place thousands of payments on “hold” status, 
even though the law firm had actually collected the amounts from patients.  Ken and Lee then 
directed those funds to be transferred from the trust account to the law firm’s operating account 
where they could be converted for personal benefit. 

C.  Seeing the opportunities to commit fraud 
As Ken and Lee’s fraud took place over a span of six years, they clearly observed some opportunities to 
fraudulently retain large amounts of cash and not be detected.  The following chart lists opportunities to 
commit fraud that Ken and Lee observed at NFP F and how they took advantage of them. 
 

Opportunities to commit fraud that Ken and Lee observed at NFP F 

 

Ken and Lee must have been confident that NFP F would not perform oversight or verification 
procedures that would detect the amounts that were being improperly retained.  The following 
reflects the patient payment amounts that the law firm was fraudulently keeping during the final 
four years of the scheme: 

 
Year 

Number of patient 
payments retained 

Amount 
improperly retained 

20X3 600 $210,000 

20X4 700 $270,000 

20X5 625 $230,000 

20X6 625 $220,000 

  

Profiles of Ken and Lee 

 
Ken was in his early 50s during the time of his fraud.  Ken was a partner in a law firm 
specializing in debt collection work. 

 

Lee was in his early 60s during the time of his fraud.  Lee was also a partner in the law firm 
specializing in debt collection work.  Lee had served as a leader in a large metropolitan bar 
association. 
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D.  Exercise 6-2 
Please answer the following question related to the fraud at NFP F. 
 

If we could do this all over again… 
 

Pretend that you work for NFP F and have decided to outsource aspects of your collection work to an 
outside vendor.  What are some controls you would suggest over this process that might have 
prevented or detected the fraud we just observed from occurring? 
 

 

III.  That’s not all, folks! 
At this point, you may be wondering why we titled this chapter “when lightning strikes twice.”  Well, we 
titled it so because while NFP F was subject to the fraud we just discussed, a closely related entity was 
also subject to a different fraud. 
 

 

When lightning strikes twice 
 

An old (and untrue) saying states that “lightning never strikes in one place twice.”  Well, not 
only is that old saying untrue of nature, but it is also untrue of fraud.  Fraud can strike in the 
same proximity twice, and that is what happened to NFP F.  While Ken and Lee were taking 
more than $1,200,000 from NFP F using their collection scam, NFP F’s related charitable 
foundation (NFP G) was also the victim of a different long-running fraud in which an employee 
(Monica) was estimated to have stolen approximately $1,200,000.  [Note. Because Monica’s 
fraud took place over a long period of time, a forensic auditor was hired who estimated the total 
loss was around $1,200,000, but the precise amount is unknown due to a lack of records for 
some years.] 

A.  Profile of the fraudster 
The fraud at NFP G was perpetrated by Monica; the following chart provides information about her profile. 
 

  

Profile of Monica 

 

Monica was in her 30s and 40s during the time of her fraud.  In total, Monica worked at NFP G 
for 20 years, during which she was employed as the accounting and special projects manager.  
It is believed that her fraud spanned the last 15 years of her time at NFP G. 

 

Monica enjoyed extensive shopping, travel, and internet drug purchases.  Unfortunately, she 
used NFP G’s funds to pay for those purchases as well as additional living expenses. 
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B.  The steps employed to commit fraud 
The following chart describes the steps Monica followed to commit fraud at NFP G. 
 

The steps Monica followed to commit fraud 

1 
For her primary fraud method, Monica would simply write NFP G checks made payable to 
herself.  To conceal the fraud, she entered a different payee into the general ledger and created 
or falsified corresponding invoices. 

2 For her secondary fraud method, Monica would write NFP G checks to pay her personal credit 
card bills and the bills of a relative. 

C.  Seeing the opportunities to commit fraud 
Working for NFP G for 20 years certainly provided Monica with an opportunity to see where the entity was 
vulnerable to fraud, as discussed in the following chart. 
 

Opportunities to commit fraud Monica observed at NFP G 

 

Monica’s fraud at NFP G really encapsulates many of the frauds we have seen earlier in the 
course, in which you have an employee with the ability to commit and cover up a fraud with little 
to no oversight.  The complete lack of segregation of duties, combined with a weak tone at the 
top when it came to fraud prevention, created a perfect opportunity for a long-term fraud. 

D.  A few words about smaller affiliated entities 
Sometimes, larger organizations with smaller affiliated entities need to lend a helping hand to those 
smaller entities. 
 

 

Needing a helping hand 
 

Sometimes, smaller organizations (e.g., a fundraising foundation for a hospital) need a helping 
hand in establishing policies and internal controls.  In the example we discussed, it may have 
been tempting for NFP F to believe that it did not need to be involved with NFP G.  However, 
this is wishful thinking, as donors were contributing to NFP G to benefit NFP F.  Thus, the 
$1,200,000 taken from NFP G was in essence taken from NFP F.  In this example, the fraud 
committed may have been prevented had the hospital assisted the foundation in establishing 
and maintaining (1) internal controls over receipts and disbursements; (2) procedures for 
retaining documentation of purchases and receipts; (3) policies for the review of financial 
records; and (4) staffing to solve the segregation of duties problem that existed with Monica’s 
position. 
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IV.  Suggested solutions to exercises 
This section contains the suggested solutions to the exercises presented in this chapter. 

A.  Suggested solution to Exercise 6-1 
 

How could a vendor commit fraud at an entity? 
 

Try to name a few methods that vendors could utilize to commit fraud at an entity. 
 

Examples of methods that vendors could utilize to commit fraud at an entity include [1] vendors 
responsible for collecting revenues withholding amounts due to an entity; [2] vendors engaging in 
billing schemes to obtain false payments (e.g., double billings, totally fictitious billings, excess billings); 
[3] vendors colluding with an inside fraudster by falsely describing fraudulent purchases (e.g., an 
employee obtains something from a vendor for personal benefit and has the vendor falsely describe 
the item as relating to the entity); and [4] vendors providing kickbacks to an entity’s employees or false 
bids to obtain advantageous contracts from an entity. 

B.  Suggested solution to Exercise 6-2 
 

If we could do this all over again… 
 

Pretend that you work for NFP F and have decided to outsource aspects of your collection work to an 
outside vendor.  What are some controls you would suggest over this process that might have 
prevented or detected the fraud we just observed from occurring? 
 

The problem with the outsourcing as it transpired is that it created a severe segregation of duties issue 
in that the law firm (i.e., one entity) had total control over the receipt of payments, the depositing of 
payments, and the recording of payments.  Ideally, NFP F could have found a vendor with a process 
avoiding this issue (e.g., perhaps a process in which patient payments were directed to NFP F or a 
restricted lockbox-type account, instead of to the law firm directly).  If NFP F could not find such a 
vendor, it would need to develop mechanisms to hopefully compensate for this lack of segregation of 
duties that might detect problems in the law firm’s collection process.  For example, NFP F could 
perform analytical procedures on the amounts received (which could have picked up on the declining 
receipts), review an aging of the receivables (as thousands of accounts were being put on hold status), 
send confirmations to patients (typically you would not expect a great response rate here, however, 
some of those patients who had paid off the law firm likely would have responded), etc.  The bottom 
line is that even when an entity outsources a function to a vendor, they simply cannot outsource their 
responsibility to have some anti-fraud controls over that process. 
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Address Me as “Senator” 
Learning objectives 

 

In this chapter, we will review how a former state employee fraudulently claimed and 
received benefits of more than $200,000. 

I.  A few words about benefit fraud 
In this chapter, we will review a case involving benefit fraud.  When fraudsters inappropriately receive 
benefits, they not only steal from the taxpayer, but they also steal benefits from the intended recipients of 
the program. 
 

 

Benefiting no one 
 

Whenever the government is attempting to provide benefits to recipients, unfortunately, 
fraudsters will attempt to take advantage of the program.  The problem is often exacerbated in 
new programs.  Sometimes, when entities start working with new benefit programs (particularly 
benefits designed to be issued relatively quickly), they do not establish all the checks and 
balances that are needed.  Another issue with new benefit programs is that employees may not 
be knowledgeable of requirements, which can perhaps allow items to slip by. 

A.  Exercise 7-1 
Please answer the following true or false question. 
 

 True or False 

1 Perpetrators of benefit frauds always go to extensive lengths to cover their 
frauds, which makes them very difficult to detect. 

 

II.  Address me as “senator” 
Our final fraud to discuss involves a state (State H) and a former employee (Mabel).  Mabel fraudulently 
claimed and received benefits of more than $200,000 in less than one year.  Mabel was on track to 
receive significantly greater amounts until a large bank (which handles benefit cards for State H) noticed 
a benefit debit card in a U.S. senator’s name being issued to and used by someone at Mabel’s address.  
The bank then noticed that 20 additional prepaid benefit debit cards had been issued and sent to the 
same address.  The bank then notified authorities. 

A.  Profile of the fraudster 
Again, the fraud at State H involved a former employee (Mabel).  The chart on the following page 
provides some general information about Mabel. 
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B.  The steps employed to commit fraud 
The following chart describes the steps Mabel followed to commit fraud at State H. 
 

The steps Mabel followed to commit fraud 

1 

State H received an influx of federal funding under the CARES Act to provide additional 
unemployment benefits.  At State H, the application process for the additional benefits was 
completed entirely online.  Applicants would go to the state’s website and provide certain 
information including their name, Social Security number, and mailing address.  The application 
process also recorded the IP address of the computer that the claim was made from.  State H 
would accept the claim and, if approved, the applicant would be mailed a prepaid debit card 
administered by a bank.  The card would receive additional funding every two weeks.  Typically, 
State H required applicants to recertify their need for unemployment benefits every two weeks.  
However, State H had temporarily waived that requirement to prevent any unnecessary delays 
in providing benefits. 

2 

Mabel filed more than 100 claims for unemployment benefits.  While different names and Social 
Security numbers were used, Mabel’s home address was used on all the applications.  It should 
be noted that as part of State H’s approval process, if there were concerns about the applicant’s 
ID, the state could require the applicant to submit additional information.  Many of Mabel’s 
claims were not approved, as in some cases she did not provide adequate information initially 
and in other cases the state requested additional information.  However, more than $200,000 in 
benefits were approved to cards sent to Mabel’s address, including one for a U.S. senator. 

3 Mabel would use the approved cards for purchases or cash withdrawals at ATMs. 

C.  Seeing the opportunities to commit fraud 
There is little doubt that Mabel leveraged her inside knowledge of State H’s agency responsible for 
unemployment benefits to help in committing her fraud.  The following chart lists opportunities to commit 
fraud that Mabel observed at State H and how she took advantage of them. 
 

Opportunities to commit fraud that Mabel observed at State H 

 

Mabel knew that State H had received a large influx of federal funding and was charged with 
trying to distribute those funds quickly (e.g., State H had temporarily waived the biweekly 
requirement to affirm unemployment to prevent any unnecessary delays in providing benefits).  
These types of benefits, for good or bad, are certainly going to be more prone to fraud. 

  

Profile of Mabel 

 

Mabel was in her early 40s during the time of her fraud.  For close to a decade, Mabel had 
worked in State H’s agency that was responsible for administering unemployment insurance 
benefits. 

 

Mabel had been terminated by State H about two years before the benefit fraud began.  She 
was let go after an investigation revealed that she had stolen and altered a money order 
(originally made payable to State H) to make it payable to herself and subsequently cashed it. 
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Opportunities to commit fraud that Mabel observed at State H 

 

In her extensive time working for State H’s agency responsible for unemployment benefits, 
Mabel knew that the state collected information on the IP addresses used to claim benefits.  
However, IP addresses are not that difficult to change/mask, and Mabel used more than 50 
different IP addresses to file the 100-plus applications for benefits.  Thus, Mabel knew where the 
fraud checks likely were (i.e., IP addresses) and also where they were not (i.e., the names and 
addresses of applicants).  Unfortunately for Mabel, she did not plan on a large bank questioning 
a debit card being issued to a U.S. senator at Mabel’s address (which was the same address 
used for 20 additional debit cards). 

D.  Exercise 7-2 
Please answer the following true or false question. 
 

 True or False 

1 
Agencies that provide benefits often have a higher risk of fraud due to 
employees with insider knowledge of the program taking advantage of 
weaknesses. 
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III.  Suggested solutions to exercises 
This section contains the suggested solutions to the exercises presented in this chapter. 

A.  Suggested solution to Exercise 7-1 
 

 True or False 

1 

Perpetrators of benefit frauds always go 
to extensive lengths to cover their frauds, 
which makes them very difficult to detect. 

False.  In some cases, it is almost amazing how little 
effort the fraudsters expend to conceal their fraud.  
For example, in the benefit fraud we discussed in this 
chapter, the fraudster filed and received benefits 
using the name of a sitting U.S. senator for her state. 

B.  Suggested solution to Exercise 7-2 
 

 True or False 

1 

Agencies that provide benefits often have 
a higher risk of fraud due to employees 
with insider knowledge of the program 
taking advantage of weaknesses. 

Sadly true.  For example, with her insider knowledge, 
Mabel knew that IP addresses were looked at and this 
control would flag mass applications requesting that 
debit cards be mailed to the same residential address.  
In a recent 10-year period, State H’s agency 
responsible for unemployment benefits had over 15 
former employees convicted of fraud. 
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Latest Developments 
 
This chapter is reserved for additional materials to be added throughout the year as appropriate. As this 
course went to press there were no latest developments to include. 
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